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1. OBIIAA XAPAKTEPUCTHUKA ITPOI'PAMMBI

1.1. OO0wue noJ1oxxeHus

1.1.1. HopmaTuBHbIC IPABOBbI¢ OCHOBAHMS Pa3padOTKU NPOrpaMMbl

HopmaTuBHBIE NpaBOBbIE OCHOBaHUS I pa3pabOTKU  JONOJHUTEIbHOU
npoecCUOHaNBbHON MpOrpaMMbl — MPOrpaMMbl MTPOQPECCUOHATLHON MEPENOArOTOBKU
«CrnenuanucT no 3amure nHopMaumy (Janee — mporpaMma) COCTaBIIsIOT:

— Denepanbubiii 3akoH oT 29 nexadpst 2012 r. Ne 273-03 «O06 obpa3zoBaHuu B
Poccuniickon ®@enepanumy;

— Ilpukaz MunucrtepctBa oOpazoBanusi U1 Hayku Poccuiickoii @enepanuu ot 1
utonsg 2013 1. Ne 499 «O6 yrBepxkaenun Ilopsaka opraHu3allid U OCYLIECTBICHUS
o0pa3oBaTeNbHON  JIEATENHOCTH IO  JOMOJHUTENIBbHBIM  TPO(ecCHOHATBEHBIM
porpaMmmamy;

— Ilucekmo MuHnuctepcTBa oOpazoBanus U Hayku Poccuiickoit @enepanuu ot 22
anpens 2015 r. Ne BK-1032/06 (Meroauueckue peKOMEHIALUU-PA3bICHEHHS 10
pa3pabOTKe  JIONOJIHUTEIBHBIX  NPO(PECCHOHANBHBIX  MpOrpaMM  Ha  OCHOBE
npo¢eCCUOHANIBHBIX CTAHJIAPTOB);

- Tlopsimox pa3paboTku W yTBEpKIEHUS B ABTOHOMHOW HEKOMMEPUYECKOMN
o0pa3oBaTeIbHON OpraHu3alliid JOTOJHUTEIHLHOTO NPO(ECCHOHATFHOTO 00pa30BaHMUS
«TuxookeaHckasi BbICIIasl IIKOJAa YKOHOMUKHM M ynpasieHus» (maiee — AHOO AI1O
«TBIIDY») AONOMHUTENBHBIX NPO(PECCHOHATBHBIX  MPOrpaMM -  IporpaMm
npodeCCUOHAIBHONW TEPENnoATrOTOBKH, MPOTPpaMM TMOBBIICHUS KBalu(pUKaMK U
Ycrasom AHOO JII1IO «TBIISY».

[Iporpamma pa3paboTaHa Ha OCHOBE MPO(PECCHOHATLHOTO CTaHAapTa -
«CrenuanucT 1Mo TEeXHUYeCKoW 3amuTe wuHpopMammuy (YTBEPXKICH MPUKA30M
MuHnuncTepcTBa TpyJa U couranbHou 3ammThl Poccuiickoii @enepanuu ot 09.08.2022 Ne
474n).

[Iporpamma pa3paboTaHa B COOTBETCTBUM C TpeOOBaHUAMH (elepanbHOro
rocyJIapCTBEHHOTO oOpasoBaTenbHOTO cTaHmapTa (mamee — ®PI'OC) cpenHero
npodeccruonansHoro oOpaszoBanuss 1o crenuaabHocTH  10.02.05 «OO6ecneuenue
nH(OPMAITMOHHONW 0€30MaCHOCTH aBTOMATHM3MPOBAHHBIX cHUCTeM». Pa3zpaborana Ha
ocaHoBe ®I'OC CIIO, yTBepx)a&HHOTO NMpUKa3oM MUHHUCTEPCTBA 00OpPa30BaHUS U HAYKH
P® ot 9 nexabps 2016 roga Nel553.

1.1.2. TpeOoBaHus K CayLIATEIsAM

a) KaTeropusi CiyliaTesiei: Jula, >KeJlalollue OCBOUThH JOMOJIHHUTENbHYIO
npodeccuoHanpHyo nporpammy «Crenuanuct 1o 3aiuTe HHPOPMAII.

0) TpeboBaHUS K YPOBHIO OOpa30BaHUS: K OCBOCHHUIO MPOTPAMM JOIYCKAIOTCS
JWIa, UMEIOINE cpeaHee npodeccuoHanbHOe U (MiM) BhICIIEe OOpa3oBaHHE U JIUIIA,
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nojyvyawIme cpeaHee TmnpodeccMoHallbHOe W (WIM)  BbIcliee  0Opa3oBaHHUE.
BerynurenbHble HCTIBITAHUS HE TPELYCMOTPEHBI.

1.1.3. OcobennocTn aganTanuu 00pa3oBaTeJNbHONW NMPOrpaMMbl ISl JIML €
OrPAHUYEHHBIMH BO3MOKHOCTSIMH 3/10POBbSI

Pa3paboTtka anantupoBaHHOM 0Opa3zoBaTenbHOM nporpaMmbl 11st jiui ¢ OB3 u/viun
WHBAJIMHOCTHIO MM OOHOBJICHUE YK€ CYIIECTBYIOIIEH 00pa3oBaTEIbHON MpPOrpaMMbl
OTIPEEIISIOTCA MHIUBHUIYaIbHOM MPOrpaMMOi peadMIUTallii MHBAIUAA (TIpY HAJTMYUH),
pekomeHaarusamu  3akimrouenus [IMIIK (mpu Hanuuuu) W OCYHIECTBISIOTCS IO
3asIBJICHUIO CITyIIATeNsl (3aKOHHOTO MPEICTABUTES).

1.1.4. ®opma 00yyeHUsA: OUHAS.

1.1.5. TpynoeMkocTh 0CBOeHHsI: 252 aKaJIeMUYECKHX YaCOB, BKJIIOYAsl BCE BUJIbI
KOHTaKTHOW U CAaMOCTOSATENIbHON paOOThI CIyIIaTesl.

1.1.6. Ilepuoxa ocBoenusi: 77/11 xaneHaapHbIX JTHEH/HEENb.

1.1.7. ®opma [gOKyMeHTa, BbIIaBaeMOI0 MO Ppe3yJibTaTaM OCBOCHHS
NpOrpaMMBbl: JIMIAM, YCIIEIIHO OCBOMBLIMM JIONOJIHUTEIBHYIO MNPO(EeCCHOHATBHYIO
nporpaMmMy M HPOLIEAIIMM  HWTOTOBYIO  aTTECTALMIO, BBLAACTCS  AUIUIOM O
po(hecCHOHANBHOM MEePEenoAroTOBKE YCTaHOBIEHHOTO 00pas1ia.

1.2. Ileab ocBOeHMS U XaPAKTEPUCTHKA HOBOHM KBAJIUPUKAIIUN

1.2.1. Ileab ocBOEHUA

Llenpro 0OCBOEHUS MPOrpaMMBbI SIBJIIETCS (POPMHUPOBAHUE Y CIyLIATENEH TPyAOBOM
(GYHKIIMM B COOTBETCTBHHM C MPOGECCUOHAIBHBIM CTaHAApTOM «CHeruaiuct Mo
TeXHUYECKOUW 3ammute mHpopmanmm» (yTBEpKAeH MpuKazoM MUHHUCTEpCTBa Tpyla U
commanbHOM 3amuThl Poccuiickoit @eneparuu ot 09.08.2022 No 474H), HeoOX01UMOM
JUISL  BBITIOJIHEHUS HOBOTO BHUJA MPO(PECCHOHATBHON JesATEeIbHOCTH B 00JIacTH
TEXHUYECKOU 3anuThl HH(POpMaIuu, mpruodpeTeHre HoBoM kBandukanuu CrernuanvicTt
M0 TEXHUYECKOW 3amuTe UH(POpMAIlMU, a TakKe HOBBIX Mpo(ecCHoHaTbHBIX
komrierenuuii (I1K) B coorBercTBum ¢ ®I'OC CIIO.

1.2.2. Xapakrepucruka HOBO KBaJM(UKANMUA U CBIA3AHHLIX C Heill BUI0OB
npodeccuoHANBHOM JAeTeJIbHOCTH, TPYAOBbIX (YHKUMA U (WIH) YpPOBHel
KBAJIU(PpUKAIMHA

O6macth npodeccnoHaNbHON AEATETFHOCTH: TEXHUYECKAs! 3aliuTa HHPOPMAIIUH.

Bua npodeccuoHanbHON NIESITENHHOCTH: BBIMOJHEHHE PAOOT MO TEXHUYECKOMN
3amuTe uHpopMaluu, IpeJoTBpaIlieHue yTeuku HHHOPMaIUK OTPAHUYEHHOTO J0CTYyIIa
[0 TEXHUYECKHMM KaHaJlaM B peE3yJibTaTe€ HECAHKUMOHUPOBAHHOIO JIOCTyNa K
uHGOpPMaIlMKU U CTIeHUATbHBIX BO3ACHCTBUI Ha HHPOPMAIUIO (HOCUTETH UH(POPMAIUH)
B IEJISX €€ TOOBIBAHMS, YHUUITOKEHUS, UCKAKCHUS U OJIOKMPOBAHUS TOCTYTA K HEH.
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O6o06mmenHas TpyAoBasi PyHKIMs, TTOAJIeKaIasi OCBOSHUIO MPOBEJICHUE PadboT 1O
YCTaHOBKE Y TEXHUYECKOMY 00CITYKMBAaHHUIO CPEICTB 3aITUTHI HH(DOpMAITUH.
YpoBeHb KBATH(PUKAIMA B COOTBETCTBUU C MPOGECCHOHATHHBIM CTAaHIAPTOM: 5 -

1.3. Ilnmanupyembie pe3yabTaThbl 00y4eHUsA
[Iporpamma HampaBjieHa Ha TOJYyYEHHE KOMIIETCHIIMM, HEOOXOIuMOMN s
BBITIOJTHCHHUST HOBOTO BHIAa MPO(ECCHOHATBLHON MeATeTbHOCTH, MPHOOPETCHUE HOBOM

KBaJIM(DUKALIIH.
BrimyckHuk JTOTIOJIHUTEIBHOU npodecCuoHaATbHON [IPOrpaMMBbI
npo¢ecCuOHaIBbHON IIEPENOATrOTOBKU JOJKEH o0nanaTh CIIEAYIOLIUMU

npodeccuonansubiMu komrnereHnusmu (I1K) B coorBerctBun ¢ ®I'OC CITIO 10.02.05
«Ob6ecneueHrne HMHGOPMALMOHHONW O€30MaCHOCTH AaBTOMATU3MPOBAHHBIX CUCTEM» MU
TOTOB  BBIOJHATH  CIEAYIOIIME TPYIOBble (YHKUIMM B  COOTBETCTBUU C
npodecCuOHANBHBIM CTaHIapTOM «CIIeHAMCT 0 TEXHUYECKOW 3a1UTe NHPOPMALIHI
(yTBEepxkAeH mnpukazoM MuHUCTEpPCTBA TpyJda M COLMAIBHOM 3amuThl Poccuiickoil
®enepanyu oT 09.08.2022 Ne 474n).

Tabmuua 1 — [Monyyaemble KOMOETEHIUU U TPYAOBbIE (DYHKIIMU

Kox n HanMeHOBaHNME KOMIIETEHIUI Kox tpynoBbix TpynoBbie pyHKIMH
byHKIHH

I1K 1.1. IIpon3BoauTh YCTaHOBKY U A/01.5 [IpoBenenue padbot no
HACTPOHKY KOMIIOHEHTOB YCTaHOBKE, HACTPOMKeE,
ABTOMATH3MPOBAHHBIX UCTIBITAHUSM U TEXHHYECKOMY
(MH(pOPMAITMOHHBIX) CUCTEM B 00CITy’)KUBAaHUIO TEXHUUYECKUX
3alIUIIEHHOM HCIIOJTHEHUH B CpE/CTB 3alIUThl HH(POPMALINN
COOTBETCTBUH C TPEOOBAHUSAMHU OT YTEUKH 3a CUeT MOOOYHBIX
OKCIUTYaTaIMOHHON JJOKYMEHTAIHH. AIIEKTPOMATrHUTHBIX

I/I3J'Iy‘-ICHI/II71 1 HABOJOK

[1K 1.2. AiMUHUCTPHUPOBATH A/01.5 [IpoBenenue padbot no
pOTrpaMMHBIE U IPOrPaMMHO-aINIMapaTHbIe yCTaHOBKE, HACTPOMKE,
KOMITOHEHTHI aBTOMAaTU3UPOBAHHOMN WCTIBITAHUSM U TEXHHYECKOMY
(uH(MOPMAIIOHHOMN ) CUCTEMBI B 00CITy’)KUBAaHUIO TEXHUYECKUX
3alIUIIEHHOM HCITOJTHEHUN Cpe/CTB 3alIUThl HH(POPMAIINN
OT YTEUKH 3a CUeT MOOOYHBIX
AIIEKTPOMATrHUTHBIX

I/I3J'Iy‘-ICHI/II71 1 HABOJOK

I1K 1.3. OGecnieunBath OecriepeOOHyI0 A/01.5 [TpoBeaeHue padoT mo
paboTy aBTOMATU3UPOBAHHBIX YCTaHOBKE, HACTPOKHKE,
(nHGOPMAITMOHHBIX ) CUCTEM B WCIIBITAHUSM U TEXHUIECKOMY
3alllMIIICHHOM UCITIOJIHCHUU B O6C.IIy)KI/IBaHI/IIO TEXHUYCCKUX

CPEJICTB 3alIUThl HHPOpMAITUN
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Ko 1 HauMeHOBaHNE KOMIIETEHITHAI

Kon tpynoBbix

TpynoBsle pyHKINU

byHKIMMA
COOTBETCTBUH C TPEOOBAHUSIMHU OT YTEUKH 3a CUET MOOOYHBIX
9KCIUTyaTallMOHHOW JOKYMEHTAIH 3JIEKTPOMAarHUTHBIX
W3J1YYECHUN U HABOJOK
I1IK 1.4. OcyiecTBisTh NPOBEPKY A/03.5 [IpoBeaeHue paboT mo
TEXHUYECKOTO COCTOSTHHS, TEXHUIECKOE YCTaHOBKE, HACTPOMKE,
00CITy’)KHUBaHUE U TEKYLUH PEMOHT, UCHBITAHUSM U TEXHUUYECKOMY
YCTPaHATh OTKA3bl 1 BOCCTAHABINBAThH 00CITy’)KUBAaHHIO TIPOTPAMMHBIX
paboTOCIIOCOOHOCTH (TporpaMMHO-TEXHUYECKHUX )
ABTOMATH3MPOBAHHBIX CpEACTB 3alUThl HH(POPMALIUU
(MH(pOPMAIIOHHBIX) CUCTEM B OT HECAaHKLIMOHUPOBAHHOI'O
3alIUIIEHHOM HCIIOJTHEHUU J0CTyna
I1K 2.1. OcyniecTBiasATh yCTaHOBKY U B/01.6 [IpoBenenue padbot mo
HACTPOWKY OT/AEIBHBIX IPOTPAMMHBIX, YCTaHOBKE, HACTPOUKE,
IpOrpaMMHO-aNapaTHBIX CPEACTB UCTBITAHUAM U TEXHUYECKOMY
3aIIUTHl HH(OPMAIIHH. 00CITy’)KUBAaHUIO 3AIIUIICHHBIX
TEXHUYECKHUX CPEJICTB
00paboTKu MHPOPMALIUU
[1K 2.2. ObecnieunBaTh 3aIIUTy A/03.5 [IpoBenenue paboT mo
UHPOPMALIUK B aBTOMATU3HPOBAHHBIX YCTaHOBKE, HACTPOUKE,
cucTeMax OTJeNIbHBIMU MPOTrPaMMHBIMH, UCTBITAHUAM U TEXHUYECKOMY
IPOTPaMMHO-aINMapaTHBIMK CPEJICTBAMH. 00CITy>)KUBAaHHIO TIPOTPAMMHBIX
(mporpaMMHO-TEXHUYECKHX )
CPEICTB 3alIUTHI HHPOpMAIUU
OT HECaHKLIMOHUPOBAHHOT O
JocTyna
I1K 2.3. OcyuiecTBAsTh TECTUPOBAHUE A/03.5 [TpoBenenue padbot mo
(GYHKINH OTAECTBHBIX TPOTPAMMHBIX YCTaHOBKE, HACTPOUKE,
pOTrpaMMHO-aNNapaTHBIX CPEACTB UCTBITAHUAM U TEXHUYECKOMY
3aIIUTHl HH()OPMAIIHH. 00CITy’)KUBaHHIO TIPOTPAMMHBIX
(mporpaMMHO-TEXHUYECKHX )
CPEICTB 3alIUThl HHPOPMAIUU
OT HECaHKIIMOHUPOBAHHOTO
JocTyna
1K 2.4. OcymiecTBisaTh 00paboTKY, A/03.5 [TpoBenenue padot mo
XpaHeHHe ¥ repeaady nHpopMaIuu YCTaHOBKE, HACTPOUKE,
OTPaHUYEHHOI0 JOCTYyIA. UCTIBITAHUAM U TEXHUYECKOMY
00CITyKMBaHUIO TPOIPAMMHBIX
(mporpaMMHO-TEXHUYECKHX )
CPEICTB 3alIUThl HHPOPMAIUU
OT HECaHKIIMOHUPOBAHHOTO
J0CTyIa
[1K 2.5. YauuToxxaTh HHPOPMAIUIO U A/03.5 [TpoBenenue padbot 1o

HOCHUTEH UH(POPMAIIHH C
HCIIOJIb30BAHHUECM NIPOTrPAMMHBIX U
IPOTPaMMHO-aNapaTHBIX CPEICTB.

YCTaHOBKE, HACTPOUKE,
HCIBITAHUAM U TCXHUYCCKOMY
00CITyKMBaHUIO TPOrPAMMHBIX
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Ko 1 HauMeHOBaHNE KOMIIETEHITHAI

Kox tpynoBeix

TpynoBsle pyHKINU

byHKIMMA
(mporpaMMHO-TEXHUYECKHUX )
CPEICTB 3alIUTHI HHpOPMAIUU
OT HECAaHKLIHOHUPOBAHHOIO
JocTyna
1K 2.6. OcymecTBIsTh peruCTPaIuio A/03.5 [TpoBenenue padot o
OCHOBHBIX COOBITHH B YCTaHOBKE, HACTPOMKE,
ABTOMATH3UPOBAHHBIX UCIBITAHUSM U TEXHUIECKOMY
(vHGOPMAIIMOHHBIX ) CUCTEMAaX, B TOM 00CITy’)KMBaHUIO MPOTPAMMHBIX
YHCJIE C UCIIOJIb30BAHUEM IIPOIPAMMHBIX U (IpOorpaMMHO-TEXHUYIECKHUX )
IPOrpaMMHO-aINAPaTHBIX CPEJICTB CPEICTB 3alIUTHI HHpOPMAIUU
OoOHapy KeHUs, TPEIYTPEKACHUS U OT HECAaHKLIHOHUPOBAHHOIO
JUKBUJIAIIUY TTOCIIEICTBUN KOMIIBIOTEPHBIX JocTyna
aTak.
I1K 3.1. OcyniecTBisATh yCTaHOBKY, A/03.5 [IpoBenenue padbot mo
MOHTaX, HACTPOHKY U TEXHUYECKOE YCTaHOBKE, HACTPOMKE,
00CITyKUBaHUE TEXHUYECKUX CPEJICTB UCIBITAHUSAM U TEXHUYECKOMY
3aIUThl HHQOPMAIH B COOTBETCTBUH C 00CITy’)KUBaHHIO TIPOTPAMMHBIX
TpeOOBAaHUSMU IKCILUTYaTAIIHOHHOM (mporpaMMHO-TEXHUYECKHUX )
JIOKYMEHTal1H. Cpe/ACTB 3alIUThl HH(POPMALIUN
OT HECAaHKLIMOHUPOBAHHOTO
JocTyna
1K 3.2. OcyniecTBIATh IKCILTyaTalUIo A/03.5 [TpoBenenue padot mo
TEXHUYECKHUX CPEJICTB 3aIUTHI YCTaHOBKE, HACTPOMKE,
UH(OpMAaIIUU B COOTBETCTBHHU C UCIBITAHUSM U TEXHUYECKOMY
TpeOOBaHUSAMU SKCIUTyaTallHOHHOM 00CITy>)KUBaHHIO TIPOTPAMMHBIX
JIOKYMEHTAIUH. (mporpaMMHO-TEXHUYECKHUX )
CPEICTB 3alIUThl HHPOpMAIUU
OT HECaHKLIMOHUPOBAHHOT O
JocTyna
I1K 3.3. OcyiiecTBasTh U3MEPEHUE E/01.6 [IpoBenenue crienranbHbIX
napameTpoB MOOOYHBIX HcCce0BaHUi Ha TOOOYHBIS
AIIEKTPOMATHUTHBIX U3TYYCHHUH U ANEKTPOMATrHUTHBIC U3TyUEHUS
HABOJIOK, CO3/1aBa€MbIX TEXHUUECKUMU Y HaBOJIKM TEXHHUECKUX
cpeacTBaMu 00pabOTKU HHPOPMAITHH CpeaCcTB 00pabOTKU
OTPaHUYEHHOTO JIOCTYIIA. uHbOpMaIHU
I1K 3.4. OcyuiecTBiIsATh U3MEPEHUE A/03.5 [TpoBenenue padot mo

napamMeTpoB (DOHOBBIX IITyMOB, a TAKKE
(bu3nUecKux mnoyeH, co3aaBaeMbIX
TEXHUYECKUMH CPEJICTBAMH 3aIlUTHI
uHpOpMaLUH.

YCTaHOBKE, HACTPOMKE,
UCIBITaHUSM U TEXHUYECKOMY
00CITyKMBaHUIO TPOIPAMMHBIX
(mporpaMMHO-TEXHUYECKHX )
CPEACTB 3allUThl HH(pOpMALUU
OT HECAaHKLIHOHUPOBAHHOIO
J0CTyIa
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UHpOpPMATU3ALUH.

Kon u HanMeHOBaHUE KOMIICTCHITUI Kox tpynoBbix TpynoBbie pyHKIUU
byHKIMMA
1K 3.5. Opranu3oBbIBaTh OT/ACIHHBIC A/03.5 [TpoBenenue padboT 1o
paboThI 10 pHU3HUECKON 3aIUTE 0OBEKTOB YCTaHOBKE, HACTPOUKE,

JA0CTyIIa

UCIBITAaHUSAM U TEXHUYECKOMY
00CITy’)KUBAaHUIO IPOTrPAMMHBIX
(mporpaMMHO-TEXHUYECKHUX )
CPEACTB 3alllUThl HH(pOpMALUU
OT HECAaHKLIHOHUPOBAHHOIO

Tabnuua 2 — [Inanupyemble pe3ysbTaTbl 00y4eHUS

Buasr nestenpHOCTH Kox n [TokazaTenu 0OCBOCHHUSI KOMIIETCHITUU
HauMCHOBAHHE 3HaHUs YMenus [IpakTrueckui
KOMIICTCHIINU OIIBIT
(npu HAJIMYKH)
BA 1. [IK1.1-T1IK1.4 | cocTaB U MPUHIUIIBI ob0ecreunBarh 3KCILTyaTaluu
DKCIuTyaTanus [IK2.1-I1K2.6 | pabGoTsl paboTOCIIOCOOHOCT | KOMIIOHEHTOB
aBromatusupoBanHubl | [IK3.1-I1K3.5 | aBTOMaTu3upoBaHHBIX | b, OOHAPYKUBATH U | CUCTEM 3aILIUTHI
X HH(POPMAIIMOHHBIX CUCTEM, YCTPaHSTh uH(pOpMaIUU
CHUCTEM B OTIepaIMOHHBIX HEUCIPAaBHOCTH, ABTOMATHU3UPOBAH
3alUIIEHHOM CHCTEM U cpell OCYIIECTBIISITh HBIX CUCTEM, UX
WCIIOJTHEHU U KOMIUIEKTOBAaHHUE, | IMarHOCTHKE,
KOH(QUTYPUPOBAHHU | YCTpaHEHUU
€, HACTPOHMKY OTKa30B U
aBTOMATU3MPOBAHH | BOCCTAHOBJICHUU
BIX CUCTEM B paboTocmnocobHOC
3aIUIIEHHOM TH
WCIIOTHEHUH U
KOMITOHEHT CUCTEM
3aIUTHI
nHpopmanuu
aBTOMAaTHU3HPOBAHH
bIX CUCTEM
MIPUHIIUIIBI MIPOU3BOIUTH aIMHUHHCTPUPOBA
pa3paboTKu YCTaHOBKY, HUU
aJITOPUTMOB a/IanTanuio u ABTOMATHU3UPOBAH
MIporpamMM, OCHOBHBIX | COMPOBOXKICHHE HBIX CHCTEM B
MIPUEMOB TUIIOBOTO 3aIUIIEHHOM
MIPOrpaMMHUPOBAHUS MIPOTPaMMHOTO WCTIOTTHEHU T
obOecrieueHus,
BXOJISIIIETO B
COCTaB
CHCTEM 3aIUThI
uHpopMaun
aBTOMAaTU3HPOBAHH
OH CHUCTEMBI
MojieH 0a3 JaHHBIX OpraHU30BBIBATH, YCTaHOBKE
KOH(UTYPUPOBATh, | KOMIIOHEHTOB

CHUCTEM 3alIHThI
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Bunsl nesreapHocTH

Koxu [Toka3zaTenn OCBOGHUS] KOMIETEHLIUH
HaMMCHOBAaHHC 3HaHus Ymenus [IpakTrueckuit
KOMIICTCHIIM OIIBIT

(TIpu HATTYKN)
IPOU3BOIUTH uHpOpMaLIUU
MOHTaX, aBTOMAaTU3UPOBaH
OCYILIECTBIISATh HBIX
JIMarHOCTUKY U UH(POPMALIMOHHBI
YCTpaHATh X CUCTEM
HEHCIIPaBHOCTH
KOMITBIOTEPHBIX
cerel, paboTaTh ¢
CETEBBIMHU
POTOKOJIAMHU
pPa3HBIX YPOBHEHU
HPUHIUIIBL HacTpauBaTh U
IIOCTPOEHUSI, YCTpaHATh
(u3nuecKrue OCHOBBI | HEUCIIPABHOCTH
paboThI IPOrpaMMHO-
nepupepuiHbIX annapaTHbIX
YCTPOICTB, OCHOBHBIX | CPEICTB 3aIUThI
METO/I0B OpraHu3aluy | MHpopMauu B
Y TIPOBEICHUS KOMITBIOTEPHBIX
TEXHUYECKOTO CeTsX 1o
00CITy )KHUBaHUS 3aJIaHHBIM
BBIYUCIIUTENbHON paBUIaM
TEXHUKHU U IPYTUX
TEXHUYECKUX CPENICTB
uH(pOpMaTU3aLUU
TEOPETUYECKHE
OCHOBBI
KOMITbIOTEPHBIX CeTeH
U X armapaTHbIX
KOMITIOHEHT, CETEBbIX
MOJIEJIEN, TPOTOKOJIOB
Y TIPUHIIMIIOB
azipecarun
MOPSI0K YCTAaHOBKH U
BBOJIA B
HKCILTyaTaIUIo
CPEJICTB 3alUThI
nHpopManuu B
KOMITBIOTEPHBIX CETIX
I1IK1.1-IIK1.4 | TpeGoBanus BrusBiaTe ommokwy,
[IK2.1-11K2.6 | opopmienuro HETOYHOCTH,
IIK3.1-TIK3.5. | 3akimtoueHuit JIOIyILIEHHbIE
(IpOTOKOJIOB, aKTOB) | CIIEUATMCTaMH IO
0 KOHTpOJIE HK npu
PasINYHBIMU COCTaBJIEHUHU
metonamu HK 3aKJII0YEHUN
(TpOTOKOOB,

aKTOB) O KOHTPOJIE
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Buasl nestenbHOCTH Kox n [Tokazarean OCBOEHMsI KOMIIETEHIIUI
HaMMCHOBAaHHC 3HaHus Ymenus [IpakTrueckuit
KOMIICTCHIIM OIIBIT
(TIpu HATTYKN)
YcranaBiuBaTh
CBSI3b
TEXHOJIOTUYECKOI0
nporecca u
BBISIBIICHHBIX 110
pesyinbTatam HK
neeKToB
B/ 2 IIK1.1-I1K1.4 | ocobennoctu u YCTaHABJIUBATb, YCTaHOBKE U
3amura [IK2.1-I1K2.6 | cnocoObl NprMeHEHUsl | HacTpauBaTh, HaCTpOWKe
nH(popManuu B [IK3.1-IIK3.5 | mporpaMMHBIX U MIPUMEHSTh MPOTPaMMHBIX
aBTOMATHU3UPOBAHHBI IIPOrpaMMHO- IIPOrpaMMHBIE U CPEJCTB 3aLIUThI
X anmapaTHbIX CPEICTB | MPOTrPaMMHO- uHpopManun
cucTemMax 3aIUTHI anmnapaTHbIe
MIPOrPaMMHBIMH U uH(pOpMaIIUU, B TOM CpEeIICTBA 3aIIUTHI
IPOrpaMMHO- qucle, B uH(popManuu
anmnapaTHbIMU OTIepAIIMOHHBIX
CpeaCcTBaMU CUCTEMaX,
KOMITBIOTEPHBIX
ceTax, 0a3zax
JTAHHBIX
TUIIOBBIE MOJIETTN JMarHOCTUPOBAaTh, | TECTUPOBAHUU
yIpaBIeHUs YCTpPaHATh OTKa3bl, | QYHKIH,
JIOCTYTIOM, CPEJICTB, o0ecrieunBaTh JIMarHOCTHKE,
METOJIOB U YCTpaHEHUH
MIPOTOKOJIOB paboTOCIIOCOOHOCT | OTKA30B U
uACHTU(DUKAITNH U b U TECTUPOBATh BOCCTaHOBJICHUH
ayTeHTU(UKALUN byHKIUN paboTocrnocoOHOC
pOrpamMMHO- TH TIPOTPaMMHBIX
anmapaTHBIX U TIPOrpaMMHO-
CPEJICTB 3aLUThI anmapaTHbIX
uH(popManun CPEJICTB 3alIUThI
UHpOpMaLIUU
TUIIOBBIE CPEJICTBA U | TIPOBEPSTH yuere,
METO/Ibl BEJICHUS BBITIOJTHEHUE o0paboTke,
ayJiuTa, CpeiCTB U TpeboBaHui MO XpaHEHUHU 1
3aIuTe nepegaye
uH(popManun nHpopmanuu,
oT TUIS
HECAaHKIIMOHUPOBA KOTOpOH
HHOT'O JJOCTYIIa IPH | YCTAHOBJIEH
aTTecTaluu pexuM
00BEKTOB KOH(UICHIINATHH
nH(poOpMaTHU3aLUK | OCTU
o TpeboBaHUSM
6e30macHOCTH
uHpopManuu
CIOCOOO0B 3aIUTHI HCIOJIb30BATh
uH(hOpMaIuU B TUTIOBbBIE




12

Bunsl nesreapHocTH

Konn
HauMEHOBaHHUE
KOMITIETECHIINH

IToka3aTenu 0CBOCHUS KOMIICTCHIIUN

3Hanug

VYMmenusa

[IpakTrueckuit
OTIBIT
(TIpu HATTYKN)

JIOKAJIbHBIX
BBIYHMCIINTCIBHBIX

porpaMMHbIe
KpunTorpaguuecku
e

CpelCTBa, B TOM
qucie
AJIEKTPOHHYO
MOANHUCH

IIK1.1-11IK1.4
[IK2.1-11K2.6
I1K3.1-I1K3.5

OCHOBHBIE ITOHATHS
Kpunrorpapuu u
TUIIOBBIX
KpUNTOrpapuuecKux
METO/IOB U CPEJICTB
3aIUThl HH(OpMaLUU

YCTaHABJIUBATb U
HacTpauBaTh
CpencTBa
AHTUBHUPYCHOU
3allUTHI B
COOTBETCTBUU C
IIPEbABIAEMBIMU
TpeOOBaHUSIMU

OCYIIECTBIIATH
MOHHUTOPHHT U
PETHCTPALIUIO
CBEJICHUIA,
HEOOXOIUMBIX IS
3aIUTEl 0OBLEKTOB
uH(pOpMaTH3aIINH,
B TOM 4HCIIE C
HCIIOJIb30BAHHEM
MPOTPaMMHBIX U
IpPOrpaMMHO-
anmapaTHBIX
CpeNCTB
oOHapyXeHus,
npenynpexIeHus
Y JTUKBUIALIMHU
MMOCJIEICTBUI
KOMITBIOTEPHBIX
aTak

B/ 3 3amura
uHpopMaIuu
TEXHUIECKHUMU
cpeacTBaMu

[IK1.1-11K1.4
IIK2.1-11K2.6
[IK3.1-I1K3.5

(bu3HYeCcKrue OCHOBHI,
CTPYKTYPY H YCIIOBHS
dbopMupoBaHUs
TEXHUYECKUX
KaHAJIOB YTEUKH
uHpopManuu,
CIOCOOBI X
BBISIBIICHUS] U METO/IbI
OIIEHKH OTTaCHOCTH,
KJIacCU(UKALIUIO
CYLIECTBYIOIUX
(bU3HYECKUX MOJIeH U
TEXHUYECKHUX KaHaJOB
yTEeUKH MH(OpMaINH

MIPUMCHATH
cpencrsa
OXpaHHOM
CHUTHAJIN3ALINH,
OXpPaHHOTO
TEJIEBUACHUS U
CHUCTEM KOHTPOJIA U
YIIPaBJICHUS
JIOCTYTIOM

BBISIBIICHUH
TEXHUYECKUX
KaHAJIOB YTEUKH
UHpOpMaLIUU
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Bunsl nesreapHocTH

Ko u [Toka3zaTenn OCBOGHUS] KOMIETEHLIUH
HAMMCHOBAHHE 3HaHus Ymenus [IpakTrueckuit
KOMIICTCHIIM OTIBIT

(TIpu HATTYKN)
HOMEHKJIATypy U PUMEHSTh PUMEHEHHUH,
XapaKTePUCTUKU TEXHUYECKUE TEXHUYECKOM
anmaparypsl, CpeacTBa AJIst 00CITy’)KNBaHUH,
UCIOJIb3YEMO KpUnTorpauyuecko | 1MarHoCTUKE,
JUTS U3MEPEHUS i yCTpaHEHUHU
apaMeTpoB 3aIUTHI OTKa30B,
OOOYHBIX uHpopMauu BOCCTaHOBJICHUU
AIIEKTPOMArHUTHBIX KOH(UIEHIHAIBHO | paboTOCIOCOOHOC
U3JTY4YCHUN M HAaBOJIOK | TO XapakTepa TH,
(manee - [IDMUH), a YCTaHOBKE,
TaKXe MMapaMeTpoB MOHTaXE U
(OHOBBIX ITYMOB U HACTpOiiKe
¢du3nvecKkux monew, WH)KEHEPHO-
CO3/1aBaCMbIX TEXHUYECKUX
TEXHUYECKUMHU CpeAcTB
CpEeIICTBAMU 3alUThHI buznueckoit
uHpopmauu 3alIUThl U
TEXHUUYECKUX
CpPEICTB 3aIIUTHI
nHpopmaruu
OCHOBHBIE PUHIIUATIBI | IPUMEHSATH IPOBEICHUHT
necTBus U TEXHUYECKHE U3MepeHui
XapaKTEPUCTHKH, CpencTBa AJist napamMeTpoB
MOPAIOK YHHUUYTOXEHHUS [I5MUH,
TEXHUIECKOTO nHpOpMaIMU U CO3/1aBaeMbIX
00CITy>)KUBaHUs, HoOcUTeNeH TeXHUYECKHUMHU
yCTpaHEeHHe uHpOpMaIuy, CpeacTBaMu
HEHCIIPaBHOCTEN U 3aIIHUTHI 00paboTku
OpraHU3aIHI0 nH(popMalnu B uH(popMaluuy,
PEMOHTA TEXHUYECKUX | YCIOBHSIX JUIs1 KOTOPOit
CpPEZCTB 3aIUTHI IPUMEHEHHS YCTaHOBIIEH
uHpopMaIu MOOMIIBHBIX peXUM
YCTPOHCTB KOH(HUICHITHATEH
00paboTKu U OCTH, IIPH
nepeaayn JaHHBIX | aTTeCTalud
00BEKTOB
nHpopmaTUzauu
1o TpeOGoBaHUAM
0€30MacHOCTH
UHpOpMaLIUU
OCHOBHBIE CITOCOOBI IPUMEHSTh MIPOBEICHUHT
¢bu3nUecKoil 3aUTHl | UHKEHEPHO- U3MEepEeHui
00BEKTOB TEXHUYECKHE apaMeTpoB
uHpOpMaTU3aLUU CpeacTBa (OHOBBIX LITYMOB,
buzIecKoit a
3aIUThl OOBEKTOB | TaKXKe
nHpopMaTuzanmuu | GU3HUECKUX

ToJIeH,
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Buasl nestenbHOCTH Konu [TokazaTenu 0OCBOCHUSI KOMIETEHIIUU
HaMMCHOBAaHHC 3HaHus Ymenus [IpakTrueckuit
KOMIICTCHIIM OIIBIT
(TIpu HATTYKN)
CO3/1aBaEMbIX
TEXHUYECKUMU
cpelncTBamMu
3aIUTHI
uHpOpMaLIUU
TIK1.1-IIK1.4 | MmeTOoOuKH
[IK2.1-I1K2.6 | H”HCTpyMEHTAIBHOTO
[TIK3.1-11IK3.5 | koHTpOJA
3¢ (HeKTHBHOCTH
3aIUTHI
uH(popMaluuy,
oOpabaTbIBacMOi
cpencTBamMu
BBIYHUCITUTENbHOM
TEXHUKH Ha 00BEKTax
uH(pOopMaTU3aLUU
HOMEHKJIATy Py
MIPUMEHSIEMbIX
CPEJICTB 3alUTHI
uHpopmarun
oT
HECAHKI[MOHUPOBAHHO
1 yTEYKH 110
TEXHUYECKUM
KaHaJIaM U
(bu3MUecKoil 3aUThHI
00BEKTOB
nH(OpPMAaTHU3AIIHH.
1.4. Y4eOHO-TeMaTHUYECKHH ILUIAH
Tabnuna 3 — YueOHO-TeMaTUUeCKui TIaH
HaumenoBanwue pa3nenoB (MogyJeil), Tem, TpynoeMkocTb, ak.gac Dopmbl
BHJIOB aTTECTAIlUU aTTeCTaIluu
Htoro Bunp! 3austuit, CP
B T.4.
JI I13,JIP K
Pa3nea 1. Mndgopmanus u ee cBoiicTBa 35 8 11 - 16
Tema 1. Undopmanust kak 00beKT 7 2 2 - 3
3alIUThL. XapaKTePUCTUKU HHPOpMAITUU
Tema 2. [loHdaTHE ¥ 3HAYEHUE 3AITUTHI 7 2 2 - 3
uH(pOpMaIIMK B OpraHax rocyJapCTBEHHOM
BJIACTH
Tema 3. OcHOBHbBIE TOHATHUSA 6 1 2 - 3
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.
Tema 4. Texuuueckue MpeanoCchUIKU 7 2 2 - 3
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HaumenoBanue pa3nenos (MoayJeil), Tem, TpyroemMKoCTh, ak.yac ®opMmsbl
BUJIOB aTTECTAllUU aTTecTalluu
Hroro Buns! 3ansaTui, Cp
B T.U.

a1 [ mJpP | K

Kpusrca nHGOPMaIMOHHOM 0e301acHOCTH

Tema 5. KoHuenuus KOMIUIEKCHOTO 7 1 3 - 3

obecrieueHust ”HPOPMAITMOHHON

0€30MacCHOCTH

IIpoMexyTOUHas aTTecTanus 1 X X X 1 | TecTupoBaHue
Pa3pen 2. MeToab! 3alIUThI 35 8 11 - 16

uHGpopManuu

Tema 1. AKTyanbHOCTh IPOOIEMBI 7 2 2 - 3

obecrieuenust 0€30MacHOCTH
MH(OPMAIMOHHBIX TEXHOJIOTHI

Tema 2. OuieHOUHbIE CTaHJAPTHI U UX POJIb 7 2 2 - 3
B HH(OpPMAITMOHHOM 06€30MMacCHOCTH

Tema 3. O030p MEXyHApOIHBIX 6 1 2 - 3
CTaHJapTOB UH(OPMALIMOHHON

0€30MacCHOCTH

Tema 4. Knaccrr 6e3onacHocTr 7 2 2 - 3
MH(OPMALMOHHBIX CHCTEM

Tema 5. BpenonocHas nmporpamma. 7 1 3 - 3
MeToap! 3amuThl HHPOPMAITHH

[TpomexyTouHas arTecTanus 1 X X X 1 | recTupoBaHue
Paznen 3. T'ocymapcrBennasi cucrema | 35 7 12 - 16
3alMTHl HHpOpMaLH

Tema 1. I'ocynapcTBeHHas OIUTHKA 7 2 2 - 3
MH(OpMallMOHHON 0€30M1aCHOCTH.

Tema 2. T'ocynapcTBeHHas cucrema 7 1 3 - 3
uH(popMallnoHHON Oe3omnacHocT PO

Tema 3. Kpurepuu onpenenenus 6 1 2 - 3
0€30MacCHOCTH KOMITbIOTEPHBIX CUCTEM

Tema 4. Opranu3zaniioHHas CTPYKTypa 7 1 3 - 3
cuUcTeMbl o0ecrieueHns HH(HOpPMalOHHON

0e3011acHOCTH

Tema 5. [lepcoHanbHbIEC TAHHBIE 7 2 2 -
[TpoMexyTouHas aTTecTalus 1 X X X 1 | TectupoBaHue
Pa3nen 4. 3amnTa KOHPUASHIHAIBHOT 28 5 10 - 13
HH(OpPMALMHU OT pa3rjalieHus

Tema 1. Kondunenmanbaas napopmanus 9 2 4 - 3
Kak 00BeKT 3auThl. CTpYKTYpa, eI U

3a[]a4l CUCTEMBI 3aIUThI

KOH(UIEHITHATbHON HHpOpMaIK Ha

pEANPUITHH

Tema 2. [TocnenoBaTeIbHOCTD U 6 1 2 - 3
COJIEpYKaHNE KOMIUIEKCHOM 3aIlUThI

KOH(UIEHITHATbHON HHpOpMaIK Ha

HPEANPUATHH

Tema 3. Mepsl aJis 3a1IUATHI 6 1 2 - 3

KOH(UICHIMATBHOM nH(OpMaLIUU
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HaumenoBanue pa3nenos (MoayJeil), Tem, TpyroemMKoCTh, ak.yac ®opMmsbl
BUJIOB aTTECTALIUH aTTecTaluu
Hroro Buns! 3ansaTui, Cp
B T.U.
J I13,JIP K

Tema 4. IlpaBoBbIE OCHOBBI OOECIICUEHUS 6 1 2 - 3
MH(POPMAIIMOHHOM 6€30IaCHOCTH
IIpoMexyTO4Has aTTecTanus 1 X X X 1 | TecTupoBaHue
Pa3nes 5. 3amura KOH(pUIEHIHAIBLHOM 19 3 6 - 10

uHpopManum oT
HECAHKIIHOHHPOBAHHOIO 10CTYNA

Tema 1. Onpenenenue 1 OCHOBHbIE 6 1 2 - 3

C1ocoObl HECAaHKITMOHUPOBAHHOTO

noctyna (HCJI)

Tema 2. MeToab! 3alIUTEL OT 6 1 2 - 3
HecaHKimonupoBanHoro gocryna (HCJI)

Tewma 3. Unentudukanus u 6 1 2 - 3

ayTeHTUUKAIIS

ITpomexyTouHas aTTecTarus 1 X X X 1 TECTUPOBAHUE

=
=]
1
ek
[ 8}

Paznen 6. 3amura wundopmauuu ot | 24
YTe4KH M0 TEXHHYECKHM KaHAJIaM.

Tema 1. Onpenenenue kaHana yTeuku 6 1 2 - 3
uH(pOpMaIMK M TEXHUYECKOTO KaHaa
yTeuKH MH(popManuu

Tema 2. MeTtonpl 115 3a1UTHI 11 2 4 - 5

MH(OpPMaLIUU OT YTEUKH MO0 TEXHUUYECKUM

KaHajam

Tema 3 Anroput™ 60pb0BI CO CKPBITBIMU 6 1 2 - 3

TEXHUYECKUMHU KaHaJaMH YTEUKU

uHpOpMaLUu

IIpomexyTo4UHas1 aTTecTanus 1 X X X 1 | rectupoBanue
Pa3nea 7. JInnensupoBanue 25 4 8 - 13

AeATeTbHOCTH 110 TEXHUYECKOM 3alure
KOH(pUAEeHIHAILHOI HHpOopMaLU 1
cepTHGUKANMSA CPEACTB 3ALHUTHI

Tema 1. JInnenzupoBanue qesSTENbHOCTH 6 1 2 - 3
110 TEXHUYECKOH 3aIUTE
KOH(UICHIMATBHOU HH(OpMaILIUU

Tema 2. Ceptudukanus CpeacTB 3alIUThI 6 1 2 - 3
uHpopMauu

Tewma 3. HopmaTuBHas npaBoBas 0asa 1mo 6 1 2 - 3
CepTU(UKAILMU CPEICTB 3aIUTHI

uH(bopMaluu

Tema 4. Buas! ceprudukaros 6 1 2 - 3
COOTBETCTBUS CPEJCTB 3aIIUTHI

uHpopMauu

[IpoMexyTOoUHas arrecTauus 1 X X X 1 | rectupoBaHue
Pa3gea 8. Ounenka 3aluIeHHOCTH 21 4 4 - 13
KOHGUIeHIHAJTbHOI HHGOpMALUH

Tewma 1. Opranuzamnus u ooecrieyeHre 10 2 2 - 6

3alIUThl KOH(UACHIMAIEHON
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HaumenoBanue pa3nenos (MoayJeil), Tem, TpyroemMKoCTh, ak.yac ®opMmsbl
BUJIOB aTTECTAllUU aTTecTalluu
Hroro Buns! 3ansaTui, Cp
B T.U.

a1 [ mJpP | K

uHpopmaruu mpu ee 00padboTKe B
KOMIBIOTEPHBIX CETAX

Tema 2. MOHUTOPUHT U aHAJIU3 COCTOSTHUS 10 2 2 - 6

0€30MaCHOCTH KOMIIBIOTEPHBIX CETEl

IIpoMexyTOUHas aTTecTanus 1 X X X 1 | TecTupoBaHue
Paznen 9. [lopsinok npoBeaenusi padbor 28 7 8 - 13

110 321U Te KOH(pUIeHIHATbHOI
HH(pOpPMAIIUN HA IPEeINPUSITHNI

Tema 1. Cucrema ynpasieHus 7 2 2 - 3
nH(pOpMaIMOHHOM 0€301aCHOCTH B
COBPEMEHHOM OpraHu3aluu

Tewma 2. MHpopManimoHHas MOTUTHKA 6 1 2 - 3
npeanpusitisi. OCHOBHBIE PYKOBOISIIINE
JIOKYMEHTHI 110 JINIEH3UPOBAHUIO U
ceptuduKay B 00JaCTH 3alUTHI
nHpopmanuu

Tema 3. Cuctemsl 3amuThl HHQOPMAIIH B 7 2 2 - 3
opranuzaiuu. CucrteMa 3aliuThl
uHpopmanuu «Vipnety

Tema 4. Cuctema 3amuThl HHPOPMALIUU 7 2 2 - 3

«Kpunrollpo»

[TpoMexyTouHas aTTecTalus 1 X X X 1 | TectupoBaHue
Nrtorosas arrecranus 2 2 X X X | TECTUPOBAHHE
Bcero ak. yacos 252 52 78 X 122

1.5. Kanennapuslii yueOHbIi rpaguk

Tabnuua 4 — Kanennapusiii yueOHbIH Tpaduk




Hauumenosznns pasgenoe KOMMHECTED AHEH/ 3K Hal
{momymel), TeM, EHOOE
2 ATTECTAIHE 1) 2| 3| 4

n

6| 7| 5| S|10[11|12|13|14|15|16]|17|18|10]20(24(22|33|24)|235)|26]|37|268(22(30|31)|32)|33|34|35(36(|37|36[32|40(41 (42143 |44145)|46]47[45(42(50] 51|52 |53 |54|55(56(57 56|50 | 60|61 |62 |63 |54 | 65| 66|67 [6R(62| 70| 7172|7374 [75[76(7T

HIOMm

Pazgen 1. Hadopmanes =
ee cBOHACTEA z| 4| 4| 6| 5

[

Teuz 1. Hedopuanus s2x
OBSET SEMHTEL
4 |HaparTepHeTHER Z| 2

Teua 2. [ToHATHS i sHa4=HH=
TAMHTE HEQOPMATHE B
OpPraHaX TOCYIApCTESHHOR

5 |EmacTe 2] 2

Tzuz 3. OcHOEHEE MOHATHL
HHBOPMATHOHEOH
OSIOMACHOCTH. z| 2

n

Tzuz 4. Texergecrme
IPeIMOCHITER EQHIHCE
HHBOpMATHOHEOH

SesomacHoCTH 2| 2

Teua 5. Korusmmus
EOMIM=ECHOTD 08scTedeHrT
HEGOPMATHORHOR
OES0MACHOCTH 2] 2

W

HEME&'\-TD’-IECH ATTECTALHA 1|E |E

Pazgen 2. MeToas! :ameTer
0 | madopmamms Z| al a6l s

Taua 1. ABTyaneHOCLTE
npobnauu obscnegeun
Ges0macHOCTH

HH! MATHOHHEEDL 2] 2

Teua 2. OnesouHere
CTZHOALTH B X DOTE B
HEGOPMATHORHOR
OES0MACHOCTH 2] 2

Taua 3. Obzop
MEELVHAPOOHEDX CTAHLAPTOE
HHBOPMALHOHEOH

13 | GesomacHoCTH 2| 2
Teua 4. Fnacen
14 | besomacHoCTH z| 2

Teua 5. Bpenonocuas
nporpansa. Merom sanmrra

15 | HEdopMate z| 2

16 Hpm.[m‘ruqs(u ATTESCTALHA 1|6 |B
Pazgen 3, TocvaapeTeeEEas
CHCTeMA IAMETE

17 | medopyames 2| ala[ 6] 5

Tzua 1. Tocyraperesnnan
MONHTHER HEQOPMAIHORHOR
G230MacHOCTH. z| 2

&

Teua 2. [ocymapeTessHas
CHCTEM2 HEGOPMATHORECH
BesomackocTe PE Z| 2

Taua 3. Kpurepun




1.6. Paboume mporpammbl JMCHUILUIUH (MOAYJI€il, pa3iesioB)

Ta6nuna 5 — Pabouas nmporpamMmma AUCIUIIIHHA (MOIYJIS, pa3iera)

HaumenoBanue tem

Bunabr
y4eOHBIX
3aHSTUN

akK.
qac

Conepxanue

Tema 1.1. Uadopmarus
KaK OOBEKT 3allUTHI.
XapakTepuCTUKHU
uHpOpMaLnu.

JIEKIIUHA

[Tonsatue nudopmanuu (TaHHBIC, 3HAHKS).
OcHoBHBIE CBOWCTBA HH(OPMAIIHH,
oTpeeNsone He00OX0AUMOCTh €€
3alUTHI: KOH(UACHIUAIBHOCTB,
LEJIOCTHOCTD, N0CTYNHOCTH (Tpuana CIA).
JlononHuTENBHBIE CBOMCTBA:
ayTeHTUYHOCTb, aleJUTUPYEMOCTb,
HEeoTKazyeMocTb. Hpopmanus Kak pecypc
U 00BEKT MPAaBOOTHOIICHHUH.

IIPaKTHKHU

AHanu3 npuMepoB HapyLICHUs
KOH(HICHIIMATBHOCTH, 1IEIOCTHOCTH,
AOCTYITHOCTHU B PCAJIbHBIX Kelcax
(HarmpuMep, yTeuka 0a3 JaHHBIX, XaKepcKas
aTaka Ha CalT M TIL.)

Tema 1.2 ITousiTue n
3HAYEHUE 3aIUTHI
nH(pOpMaIIUY B OpraHax

rOCy/1apCTBEHHOM BJIACTH.

JIEKIIUHA

Crneuunduka napopmalmu B rocCeKTope:
rocyJapCcTBEeHHas TallHa, CITy)KeOHas TaiiHa,
nepCcoHaNIbHbIE TaHHBIE. POIb 3alUThI
nHpOpManuu B 00eCIeYeHUU
HAI[MOHATHHON OE30MaCHOCTH,
000pPOHOCIIOCOOHOCTH, CTAOMIIBHOCTH
rocyapcTBa.

MMPAKTUKH

Paz0op HOpMaTUBHBIX TPeOOBaHUI K
3anuTe UHPOPMALUU B TUTIOBOM
rocy4pexJIeHuH (Ha oCHOBE 3akoHa «O
rocyIapCTBEHHOH TaiiHe», «O0
MH(}OPMALIHH...»).

Tema 1.3. OcHOBHEIE
IMOHSTHS
nH(pOPMAITMOHHOM
0e30IMacHOCTH

JICKIIUHU

Yrpo3sl Ub, nX HICTOUHUKH U BUJIBI.
VYs13BuUMOCTH HHPOPMAITMOHHBIX CUCTEM.
Araka Kak peanuzanus yrpo3sl. [lonmutuka
oesomacHocth. Pucku Vb u moaxoas! k
YIIPABJICHUIO UMU.

MMPAaKTUKH

Cocrasnenune kapTsl yrpo3 1uist Tunosoi IT-
HHQPacTPyKTypbl Majioro oduca.

Tema 1.4. Texuaudeckne
MIPEITOCHIIKN KpU3Hca
MH(POPMAIMOHHOM
0e30macHOCTH

JICKIIMH

Opomonus b B KOHTEKCTE pa3BUTHSA
TEXHOJIOTHH (IEHTPaIN30BaHHbIE CUCTEMBI -
> 1K -> ceTH -> UHTEPHET -> MOOUIIBHOCTb
-> obnaka -> loT (unepner Bemeit)). Poct
CJI0)KHOCTHU CHCTEM, CKOPOCTb
pacrpocTpaHeHus yrpo3 (BUPYChI, YEPBH).
[Ipo6aemsl BYOD u ynasieHHOro gocTyna.

MPAKTUKU

Hccnenosanue ctaTUCTUKU
KHOCPHUHIIMICHTOB 3a MOCIEIHUE S JIeT U




20

Bunnr
HaumenoBanue tem yueOHBIX ax Conepxanue
3aHATUN Hac
BBISIBJIEHHE TEXHOJIOTMYECKUX TPEH/IOB,
CIOCOOCTBYIOLIMX UM.
Tema 1.5. Konuenuus JIEKIUH 2 [IpuHIMn «3amuTa B rIlyOHHY»
KOMILIEKCHOTO (menoHnpoBaHHast 3amuTa). EquHcTBO
obecrieyeHus IIPaBOBbIX, OPraHU3ALMOHHBIX U
MH(GOPMAaLMOHHOM TEeXHUYECKUX Mep. HenpepbIBHOCTD U
0€30MaCHOCTH. YKU3HEHHBIM HUKI 3auThl. Monens PDCA
(Plan-Do-Check-Act) B ynpasiennn Mb.
IPAKTUKH 2 PazpaboTka 3CKHU3HOM CXeMbI KOMIIEKCHON
CUCTEMBbI 3aIMTHI JIJIsl YCIOBHON KOMIAHHH.
[Tpomexxyrou | 1 Tect no TepmuHaM 1 KoHuenuusaMm Pazaena
Hasl 1. Keiic-3ajanue Ha aHanu3 ysa3BUMOCTEN
aTTecTauus IIPOCTOM CUCTEMBI.
MOAayJb |
Tema 2.1. AKTyasnbHOCTb JICKIIUU 2 3aBUCUMOCTH COBPEMEHHOTO OOIIECTBA U
POOJIeMBI 00eCTICUeHUS ousneca ot IT. ®uHaHCOBBIE,
0e30macHOCTH pernyTalnuOHHbIE, FOPUITUECKUE
MH()OPMATMOHHBIX nociuencreus namaenToB Ub. Tengennuu
TEXHOJIOTU. B KHOEPIPECTYHOCTH (TapreTUpOBaHHbIE
aTaku, KHOEPUIIHOHAXK).
MPAaKTUKH 2 Omnpoc no mMaTepuanam JEKUNN, TUCKYCCUs
Pacuer noTeHuManbHBIX YOBITKOB KOMITAHUU
OT IPOCTOSI UH(HOPMAITMOHHON CHCTEMBI
(HampuMep, MHTEPHET-Mara3uHa).
Tema 2.2. OueHounble JIEKLHH 2 [ToHsATHE «AOBEPEHHON CUCTEMBI».
CTaHJIapThl U UX POJIb B Kpurepun onienku 6e3omnacHoctu
MH(OPMAaLMOHHOM (dyHKIMOHABHBIE TPEOOBAHMS,
0€30MacCHOCTH. TpeboBanus rapaHTUPOBAaHHOCTH). Posib
CTaHJApTOB B YHU(UKALIUH U OLIEHKE Mep
3aIUTHIL.
MPAaKTUKH 2 Omnpoc no mMaTepuanam JEKUNN, TUCKYCCUs
CpaBHHUTENBHBIN aHATN3 0a30BbBIX
TpeOOBaHUI U3 pa3IMYHbIX CTAHIAPTOB.
Tema 2.3. O630p JEKIUU 2 ISO/IEC 27000 cepust (27001, 27002) —
MEXTyHaPOIHBIX cucTeMa MEeHEeXKMEeHTa HHPOPMALIMOHHOM
CTaH/IapTOB 6e3onacuoctu (CMUB). Common Criteria
MH(POPMAIMOHHOM (ISO/IEC 15408). Crannapter PCI DSS,
0€301MacHOCTH. COBIT.
MPAaKTUKH 2 Omnpoc no maTepuanam JeKUNHU, TUCKYCCUs
Nzyuenune crpykrypst ISO/IEC 27002 u
COIIOCTABJIEHUE €€ PA3JIENIOB C MEpaMu
3alIUThl B OpraHU3aluu.
Tema 2.4. Knaccel JIEKIUU 2 Hcropuuaeckue ctanaapthl («OpaHxeBas

0e30MmacHOCTH
nH(pOPMaITMOHHBIX
CUCTEM.

kaura» TCSEC, ITSEC). Knaccel 3anuThl
10 POCCUUCKUM PYKOBOISIITUM JOKYMEHTaM
(P1) u cranpapram. ['puds
KOH(PHUACHIIMAIBHOCTH U YPOBHHU JIOTTyCKa
MOJIb30BaTeIIeH.
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HaunmenoBanue tem

Bunnr
yueOHBIX
3aHATHI

ak.
qac

Conepxanue

MPAKTUKH

Ormpoc 1o MaTepuaiam JEKIUH, TUCKYCCHS
Onpenenenre HEOOXOIUMOTO Kiacca
3alllUThI AJIA I/IH(l)OpMaI_[I/IOHHOf/'I CHUCTEMBI,
00pabaTpIBarOIEH MepCOHAIBHBIC JaHHBIC.

Tewma 2.5. BpenonocHas
nporpamma. MeTosl
3alIUThl UH(OPMAITHH.

JICKIIMH

Knaccudukanus Bpegonocuoro 1O
(BUpYCBI, 4epBH, TpOsiHBI, mnuoHckoe [10,
ransomware). [IpuHIUIIBI pabOTHI
aHTUBUPYCOB (CUTHATYPHBINA U
IPOAKTUBHBIN aHanu3). @alpBoJIbL,
cUCcTeMbl OOHApYKEHHsI BTOPKEHUN
(IDS/TIPS).

IIPAKTHKHU

Ormpoc 1o maTepuaiam JEKINH, TUCKYCCHSI
Amnanu3 noBesieHust 00pasiia BPeIOHOCHOH
nporpaMMel B iecoynuiie (sandbox).
Hactpolika nmpaBui MEKCETEBOI0 DKPaHa.

IIpomexyTou
Has
arTecranus
110 MOJYJIIO 2

KonTtponbHast pabota 1o crangaptam u
Ki1accaM 3aiuThl. [IpakTrueckoe 3aganne
10 HaCTPOMKe 0a30BBIX CPEJCTB 3AIIUTHI
I10.

Tema 3.1.
I'ocynapcrBenHnas
MTOJTUTHKA
MH(OPMAaLMOHHOM
0€30I1aCHOCTH.

JICKIIUMHU

JoxTpuHa nHGOPMAIIMOHHON 0€30MaCHOCTH
P®. Crparerust HalMoOHaNbHOM
6e3omacHocTH. Poib TocyapcTBa Kak
perynsitopa u cyObeKTa 3aIluThI.

MIPAKTUKHU

AHanmm3 KIHYEBBIX MOJOXKEHNUN [IOKTpUHBI
Nb P® u ux umnieMeHTalus B OTpacieBble
3aKOHEI.

Tema 3.2.
I'ocynapcrBenHnas cucrema
MH(POPMAaIMOHHOM
6e3onacHoctu PO

JICKIINH

CrpykTypa opraHos, obecrneunBaronux b
(Coger bezonacnoctu, ®Ch, ®CTIK,
Munuudpst). Pasrpanudenue noiHoMouni.
Cucrema JIMLIEH3UPOBAHUS U
CepTH(UKAINH.

MIPaKTHKH

Onpoc o Marepuaiam JIEKIUH, TUCKYCCHSI
Omnpenenenue, B KOMIETEHIIMIO KAKOTO
rocy/apCTBEHHOI0 OpraHa Imonajaer
pelieHue KOHKpeTHo! 3anauu no b
(3ammra roc. Taiinsl, ceprudukanus C3U,
paccieoBaHHE KHOSPUHIIMCHTOB).

Tewma 3.3. Kputepun
oTpeeNeHus
0e30macHOCTH
KOMITBIOTEPHBIX CHCTEM.

JIEKITNH

Jeranuzanusa kpurepues u3 P/l u
CTaH/IapTOB: YIPABJIEHUE IOCTYIIOM, YUET U
ayJIuT, LIeIOCTHOCTh, KpUIITOrpadusl.
[TonsTHA NOBEPEHHOM 3arpy3KH, MOHUTOPA
oOparieHu.

MPAKTUKH

Omnpoc o MaTepuagam JEKIUH, JUCKYCCHS,
ITpoBepka HaCTPOEK CHCTEMBI Ha
COOTBETCTBHE 0a30BBIM KPUTEPUSIM
(yJeTHbIE 3aIHCH, TOJTUTUKH MTAPOJICH,
ayJiuT).




22

Bunnr
HaumenoBanue tem yueOHBIX ax Conepxanue
3aHATUN Hac
Tema 3.4. JIEKIUH 2 Ponw pykoBojicTsa. [lonoxenue o ciryxoe
OpranuzanyoHHas Ub. JI0JKHOCTHBIE MHHCTPYKIIMK
CTPYKTypa CUCTEMBbI aJIMMHHCTpaTOpa 0€30I1aCHOCTH,
obecrnieueHus orBeTcTBeHHOrO 3a [IJIH u np.
MH(OPMAIMOHHOM B3aumopelictsue ¢ qpyrumu
0€301aCHOCTH. noapasaenenusmu (IT, HR, ropuct.).
IIPAaKTUKHU 2 Onpoc no mMaTepuanam JeKUUH, TUCKYCCUs
Tewma 3.5. IlepcoHnanbHble | JIEKITUU 2 [Tonsrue [1/In cormacuo 152-®3.
nauubie(11/1H) Kareropuu I1/1n. TpeGoBanus
oneparopam I1/Ia. Meps! 1o 3amure [1/1H
(YBIIn). IlpaBa cyonexToB I1/1H.
PockoMHa130p Kak peryssrop.
MPAKTUKHU 2 Ornpoc o MaTepuanam JEeKIUH, TUCKYCCHS,
CocraBiieHre MOJIENH YyIpo3 U YTOUHEHHOTO
nepeuns [[JIH 11t KOHKpEeTHOM
opranu3zaiun. Pazpabotka hopMmel cormacus
Ha 00paboTtky [1JIH.
[TpomexxyTou | 1 TecT 1o rocy1apCTBEHHOMY
Has perynuposanuto Ub. [Ipoekt npukasa o
aTTecTauus Ha3HAYEHUU OTBETCTBEHHBIX 3a 3aIIUTY
0 MOAYJHo 3 I /H.
Tema 4.1. JEKINH 2 Bunpl koHpueHIManbHON HHPOpMAIUT
KondunennuanbHas (xoMMepueckast TaifHa, ciry>keOHas TaiiHa,
nH(popMays Kak 00bEKT npodeccuoHanbHble TaliHbl). Pexxum
3aIUTHL. kommepueckoit Taitnbl (KT). Cocras
ceenenui, cocrasisronux KT. IIpaBoBsie
ocHOBBI (P3 «O KoMMepUecKol TaiiHe»).
MIPAKTUKHU 4 Omnpoc no mMaTepuaiam JeKUUH, TUCKYCCUs
CocraBreHne nepeyHs CBEACHNUN, KOTOPbIE
nenecoobpasno orectu k KT mis
MPEANPUSITHSL.
Tema 4.2. JICKIINHA 1 DTanbl NIOCTPOCHUSI CUCTEMBI 3aIUTHI:
ITocnenoBarenbHOCTD U orpeieNieHne 0ObEKTOB 3alUThI, OLIEHKa
coJiep>KaHue PHUCKOB, BBIOOp Mep, peanu3aius,
KOMIUIEKCHOM 3aIIIUThI MOHHUTOPHHT U COBEpIIEHCTBOBaHuE. Poib
KOH(UIEHIATBbHOM OpraHU3aIMOHHBIX JOKYMEHTOB
uHpoOpMalUU Ha (ITonoxxenue o KT, obsi3aTenbeTBa 0
MIPEeNNPHUSITHH. HepasIJalleHu ).
MPaKTUKHU 2 Omnpoc no MaTepuanam JEKIUH, TUCKYCCHUs,
Pa3pabotka nnana-rpaduka BHEAPEHUs
pe)KrMa KOMMEPUYECKON TalHBbI.
Tema 4.3. Mepsl 1151 JIEKIUU 1 Knaccudukamnms mep: mpaBoBbie (JJOTOBOPHI,

3aIUTHI
KOH(HACHIIMATbHON
uHpopMaLuu.

NDA), opranu3zannoHHbie (PeKMMHBIMA
KOHTpPOJIb, paboTa ¢ IEPCOHATIOM),
TexHuueckue (mudponanue, DLP-
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HaunmenoBanue tem

Bunnr
yueOHBIX
3aHATHI

ak.
qac

Conepxanue

cuctembl). KonTposis nocryna B
IIOMEILICHHUS.

MPAKTUKH

Ormpoc 1o MaTepuaiam JEKIUH, TUCKYCCHS.
Pa3paboTtka uHCTpYKIIMHU 1O paboTe ¢
KOH(UIEHIIMATLHBIME TJOKYyMEHTaMU (Y4eT,
XpaHeHUe, YHUUTOKECHHE).

Tema 4.4. TIpaBoBbie
OCHOBBI 00€CTICUCHHUS
HH(pOPMAITMOHHOM
0€30IMacCHOCTH.

JIEKIIUHA

0O0630p 3aKOHOATEIHHOM 0a3bI:
Kouncturyuus PO, I'K PO, KoAIl PO, YK
P® (ct. 272, 273, 274), npoduiabHbIe
(denepanbabie 3aKk0HBI (149-D3, 152-D3,
98-®3 o0 KT, 187-03 0 CK3H).

IIPAKTHKHU

Ormpoc 1o MaTepuaiam JIeKIUH, TUCKYCCHS,
Pa36op cyneOHoii MpakTHKHU IO JeJiaM O
HapylUIEHUA KOMMEPYECKOUN TallHbI WU
HENPaBOMEPHOM JOCTYIE K HH()OPMALIHH.

IIpomexyTou
Has
arTecTanus
1o MoAyJiro 4

JlenoBas urpa: paccieoBaHUE UHLIWIEHTa
pasrnamenus KT. Pa3oop kefica ¢ mpaBoBoi
OLICHKOM.

Tema 5.1. Onpenenenue u

OCHOBHBIE CIIOCOOBI
HCCAHKIIUOHUPOBAHHOTI'O
JOCTYyTIA.

JICKIINHU

[Tonsarue HCI. CriocoObl: ceTeBbie aTaku
(moxOop maposei, SKCITyaTarus
ySI3BUMOCTEH ), COITalIbHAst WHKEHEPHS,
UCIoNIb30BaHue BpeioHocHoro 110,
(bu3nuecKui JOCTYII.

MMPAKTUKH

OHpOC 1o MaTepuajiaM JICKIIUU, TUCKYCCH:L.
HpaKTI/IKaZ AHanu3 J0roB IOIBITOK BXO0Ja B
CUCTCMY IJISI BBISABJIICHUS HO,[[O3pI/ITeJILHOI>’I
AKTUBHOCTH.

Tema 5.2. MeToabl
3aIUTEI OT
HECaHKIIMOHUPOBAHHOTO
JOCTYTIA.

JICKIINH

CucteMsl pa3rpaHMUYeHHS JOCTYIA
(IMCKpennoHHbIe, MaHJATHEIE, POJIEBHIE).
MesxceTeBble SKpaHbl HOBOT'O MTOKOJICHUS
(NGFW). Cuctembl KOHTpOJISI JoCTya
(CKY ). llIudpoBanme TuCKOB U KaHAIOB
CBSI3H.

MMPAKTUKH

Omnpoc no MaTepuanam JEeKIUH, TUCKYCCHUs,
Hactpoiika nonuTuk pasrpaHu4eHus paB
noctyna K ¢aitnam u nankam B OC
Windows/Linux.

Tema 5.3.
WNnentudukanus u
ayTeHTU(UKaLus.

JICKIIMH

[Tpunuunsl: uneHTHGUKALKS (3asIBICHUE
MMEHH) , ayTeHTUQUKaIHS
(moaTBEpIKICHUE) , ABTOPHU3ALUS
(mpenocraieHue mpas). PakTOPHI
ayTreHTH(UKanuu (3HaHUE, 00IaaHKe,
cBoicTBO). buomerpus. MuorogakropHas
ayrentudukanus (MFA).

MPAKTUKH

Omnpoc o MaTepuagam JEKIUH, JUCKYCCHS,
Hacrpoiika gByxdakTopHoii
ayTeHTH(UKAIUKU JUIsl 006Ja4HOTO CepBHUCa.
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HaunmenoBanue tem

Bunnr
yueOHBIX
3aHATHI

ak.
qac

Conepxanue

OrneHka CTOMKOCTH Pa3IMYHBIX TUIIOB
napoJiei.

IIpomexyTou
Has
arTecranus
110 MOJYJIIO 5

[IpakTudeckuii 3a4er: oOHAPYKECHHE U
Hertpanu3anus nmonbiTkd HCJL B yuebHOM
CTEHJIE.

Tema 6.1. Onpenenenue
KaHaja yTeYKU
nHpopManuu u
TEXHUUECKOr0 KaHajia
yTeUKHU UH(OPMALIUH.

JIEKIIUHA

Knaccudukanms TKY: mobounsie
aJeKTpoMarHuTHele uznyuenus (IIOMUH),
aKyCTHUYECKHE KaHaJIbl
(BuOpOaKycTUUECKH, BO3AYIIHBIN),
BUOpoonTuyeckue Kanaibl. [lonsTue o
cheMe MH(DOPMALIUU C TIOMOIIBIO
CHEIHAbHBIX TEXHUYECKUX CPEJICTB
(3aKJIaIKn).

IMPpaKTUKH

Ornpoc 1o maTepuaiam JEKIUH, TUCKYCCHS
AHanuM3 cXeMbl TOMEIICHUS Ha PEIMET
noTeHuuanbHEIX TKY.

Tema 6.2. Metoas! 1
3aIUThl KHHOPMALIUN OT
YTEUKH 110 TEXHUICCKIM
KaHaJIaM.

JICKIIUMHU

DKpaHUpPOBAHKUE MIOMEIIEHUN 1 JTUHUHN
cBs3u. ['eHepaTopsl yma (3amura ot
[I5MUH). I'mymurenu coToBOM CBA3H.
OpraHu3anroHHbIe MepbI (PEryIsIpHbINA
CHeIHaJIbHBIN TPOBEPKH, KOHTPOJIb
BHOCHUMOTO 000pY/IOBAaHUS).

MIPAKTUKHU

Pa3paboTka TEeXHUYECKOTO 3aJaHus Ha
000py/I0BaHHUE 3aIUIIEHHOI0 TOMEIIEHUS
(meperoBopHOI KOMHATBHI).

Tema 6.3 Anroputm
00pBOBI CO CKPBITHIMU
TeXHUYECKMMHU KaHaJIaMU
yTEUKH UH()OPMAIIHH.

JICKIINH

Oransl NOMCKA 3aKJIAJ0K: BU3yaJIbHbIN
OCMOTp, HEJIMHEMHBIN JIOKATOp, aHAJIU3
panuosdupa u cereil. Pexxumuele
MeponpusTus. [lopsanok aeicTeuii mpu
OOHapy’KEeHUH M0JI03PUTETLHOTO
YCTPOMCTBA.

MMPAaKTUKH

Omnpoc no MaTepuanam JEKIUH, TUCKYCCHUs,
Cumynsiiust mpoleypsl poBepku oduca
Ha HaJINYME 3aKJIa0K C UCIOIb30BaHUEM
J€MOHCTPALIMOHHOTO 000PYAOBaHMSL.

IIpomexxyTou
Has
aTTecTauus
110 MOJYJIIO 6

Omnpoc no MaTepuanam JEeKIUH, TUCKYCCHs,
KounTponbnas padora no Bugam TKY u
MeToiaM 3auuThl. Keiic-3ananue no
MIPOEKTUPOBAHUIO 3ALIUIIEHHON 30HBI.

Tema 7.1.
JInueHsupoBaHue
JESTEeIbHOCTH IO
TEXHUUYECKOHN 3aIlATE
KOH(HICHIINATLHON
nH(popMaIuu.

JICKIIMH

Bunbl nunieH3upyeMoit e TebHOCTH
(pa3paboTka, MpOU3BOICTRO,
pacnpoctpanenue C3U; T3KU;
kpunrorpadust). TpeboBaHUs K COUCKATEIIO
muueH3un (OCh, ®CTIK). [Mopsanok
TIOJIYYEHHUS U aHHYJIMPOBAHUSI.
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Bunnr
HaumenoBanue tem yueOHBIX ax Conepxanue
3aHATUN Hac
IIPAaKTUKHU 2 N3yuenue caiitoB PCTOK u OCb,
MOJIMOTOBKA CITUCKA JOKYMEHTOB JJIsI
nonyuyenus gunen3uu Ha T3KU.
Tema 7.2. Ceptudukarus | JEKIUH 1 [enu o06s3aTenbHON U TOOPOBOIBHOM
CPEICTB 3aIUThI ceprudurammu. OOBEKTH cepTuduKanum
nHpopMaIuu. (C3U, 1C). Cxemnbl ceprudukanmu. Oprassl
0 cepTU(UKAIIMN U UCTILITATSIHLHBIC
71a00paTOpHUH.
MPAKTUKU 2 [Touck B peectpe cepTUPHUIMPOBAHHBIX
C3U cpeactB, MOIXOIAIINX AJIs1 3AIIUTHI
HCIIJIn onpeneneHHOro Kiacca.
Tema 7.3. HopmaTtuBHas JEKINH 1 3akoH «O TEXHUYECKOM PETYJIUPOBAHUNY.
npaBoBas 0asa 1o [Toctanosnenus IIpaBurenscTa Ne 313 (o
cepTu(UKAIH CPEIICTB T3KHN) u Ne 584 (o CK3N). I1puxass
3aIUThl HHOPMAITUH. OCTIK u OCb, ycranaBnuBarouue
TpeOOBaHMS U METOJIUKH.
MPAKTUKU 2 CocraBnenue TabIUIBI COOTBETCTBUS
TpeOOBaHUIl CTaHJAPTOB U PYKOBOISAIINX
JIOKYMEHTOB.
Tema 7.4. Bunsl JIEKINH 1 Ceprudukaret ®CTOK Poccuu, ®Ch
cepTu(uKaToB Poccun, Muno6oponst Poccun.
COOTBETCTBUS CPEJICTB CepTHduKaThl COOTBETCTBUS TPEOOBAHUSIM
3aIuThl HHGOPMAIUH. no 6ezonacHoctu uHopmanmu (CTP-K,
NCII O, TUC). 3HaKk COOTBETCTBUS.
MPAKTUKU 2 AHanu3 cepTudukara COOTBETCTBUS:
olpeziesieHUe OpraHa BblJIaBLIET0, 00bEKTA,
o0JacTu MpUMEHEHHUsI, CPOKa JEHCTBUSI.
ITpomexyTou | 1 Ormpoc o MaTepuaiam JIeKIUH, TUCKYCCHS,
Hasi TecT no TULEH3UPOBAHUIO U
aTTecTauus cepTuduKaIm.
10 MOyt 7 [IpakTHyeckoe 3aaHue 1Mo BEIOOPY
ceprudunmpoBanHoro C3U ais 3agaHHOM
LIEJIH.
Tema 8.1. Opranuzanusi 1 | JEKIUH 3 Cermenranus cetn (DMZ, VLAN). 3amura
o0ecreyeHne 3aIuThl nepuMeTpa u BHyTpeHHero Tpaduka. VPN
KOH(HACHIIMATBHON JUISL yAJIeHHOTO JocTyna. CHCTEMBI
uH(bOpMaLUY TIpH ee OoOHapyXEHUS U MPEIOTBPAILICHUS
o0paloTke B BropkeHuit (IDS/IPS).
KOMIIBIOTEPHBIX CETSAX. MPaKTUKHU 2 [TocTpoenue cxembl 6e30MacHO CeTeBOM
APXUTEKTYPHI JIsi KOMITAHUH ¢ (prytnamamu.
Tema 8.2. MOHUTOPUHT U | JIEKITUH 3 Cucremsl Security Information and Event
aHaJIU3 COCTOSHUS Management (SIEM). C60p u Koppemnsius
0€30I1aCHOCTH coOpITHi. PearnpoBanre Ha WHIIUICHTHI
KOMITBIOTEPHBIX CETEH. (SOC). ITonsTue 06 ayauTe 0€30MaCHOCTH H
TecTax Ha MPOHUKHOBEHHE (pentest).
MIPAaKTUKU 2 Pabota ¢ nemo-Bepcueii SIEM-cuctemsr:

aHaJIM3 [OTOKA JIOIOB, CO3IaHHUE IIPOCTOrO
IIpaBUJIa KOPPEISLIUH.
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HaunmenoBanue tem

Bunnr
yueOHBIX
3aHATHI

ak.
qac

Conepxanue

IIpomexxyTou
Has
arTecTanus
110 MOAYJIIO 8

Ormpoc 1o MaTepuaiam JIEKIUH, TUCKYCCHS,
Amnanu3s namria cereBoro tpaduka Ha
npeaMer aHoManuil. Paspaborka niana
MOHHUTOPHHTA JUISI 33JAHHOM CETH.

Tema 9.1. Cucrema
YIIPaBIICHUS
MH(OPMAIMOHHOM
0€30IaCHOCTH B
COBPEMEHHOM
OpraHH3alliH.

JICKIIMH

CMUB na 6a3e ISO 27001. ITonmutuka Ub.
[IpoueccHslil moaxoxa. YnpaBieHue
puckamu Ub. [{ukin HepepsIBHOTO
YIIYUIICHHUS.

IMPaKTUKH

Pazpabotka npoekra [Tonmuruku Ub most
OpraHu3alLMHu.

Tema 9.2.
Wudopmannonnas
MTOJTUTHKA TIPEATPUSTHSL.
OCHOBHBIE PYKOBOISIITNE
JOKYMEHTHI.

JIEKIIAHU

[TonoxkeHus, periaMeHThbl, UHCTPYKIIHU.
JlokyMeHTHI 110 pabote ¢ nepconanoM. [lnan
BoccTaHOBJIeHUS TIociie cooeB (DRP).
Ynpasnenue uauaesramu Mb.

IMPpaKTHUKH

CocraBieHHE periiaMeHTa JICHCTBHH
COTPYJHUKA MTPH OOHAPY)KEHUU MHIIHICHTA
Wb (Hanpumep, GUITUHT-ITMCHMA).

Tewma 9.3. Cucremsl
3alUThl HH(OPMAIIUH B
opranuzanuu. Cucrema
3aIuThl HH(QOPMALIUN
«Vipnet»

JICKITUHU

Vipnet: OTe4eCTBCHHBIN KOMIUICKC JIS
MoCTpoeHus 3auuiieHubix VPN-ceTe,
yIpaBleHUsS cepTUPUKATAMU, KOHTPOJIS
nocryna. Mcrnonp3yercs 11 Co31aHus
JIOBEPEHHOU CETEBOM CPEMBI.

MMPAKTUKH

Omnpoc no mMaTepuanam JEKUNN, TUCKYCCUs
[IpakTuka (1eMOHCTpaMOHHAsA):
3HaKOMCTBO ¢ uHTepQeiicom
agmuuucrtpatopa Vipnet Coordinator.
VYcranoska kpunronposaiaepa Kpunrollpo
CSP, reneparus 3ampoca Ha cepTUUKAT,
yCTAHOBKA cepTU(HUKATA C TOKEHA.

Tema 9.4. Cucrema
3aIuThl HH(QOPMALIUN
«Kpunrollpo»

JICKITNHU

Kpunrollpo: OteuecTBeHHast 1uHelika
CpEeACTB KpUNTOrpapuuecKon 3aIuThl
unpopmanuu (CK3N). Kpunronposaiinep
CSP, cpencrea DI, 3amuieHHbIe
Hocurenu (eToken, ruToken).
Hcnons3yercs nist obecnieueHust
IOpUANYECKON 3HAUMMOCTH, IU(GPOBAHNUS,
ayTeHTH(UKALUH.

MIPaKTHKH

Onpoc o Marepuaiam JICKIHUH, TUCKYCCHS
[IpakTrka (1eMOHCTpALIMOHHA):
3HAKOMCTBO C UHTepdeiicoMm
anmuHucTparopa Vipnet Coordinator.
VYcranoBka kpunronposaiaepa Kpunrollpo
CSP, reneparus 3anpoca Ha cepTUPHUKAT,
YCTAHOBKA cepTU(UKATA C TOKEHA.

IIpomesxyTou
Has
aTTecTamus
110 MOAYJIIO 9

Omnpoc no maTepuanam JeKLUNHU, TUCKYCCUs
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Bunnr
HaumenoBanue tem yueOHBIX ax Conepxanue
3aHATUN Hac

ITpomexyrtou | 2 PazpaboTka UTOTOBOTO MpOEKTa

Hast (KOHIIETILINN ) CUCTEMBI 3aIlIUTHI

aTTecTanus nHGOpMAIINH /IS 3a1laHHOTO TPEATIPHUITHS
(UTorosas) ¢ 000CHOBaHWEM BBIOOpA MEp, CTaHIAPTOB H

CPEACTB 3alIMTHL. 3alIUTa IPOCKTA.

1.7. OpranuzauMoHHO-NEIATOTHYECKHE YCI0BUS

Peanmu3anmss mnporpaMMbl  OCYIIECTBIISIETCS. B IIOJHOM  COOTBETCTBUH €
TpeOOoBaHUAMHU 3aKoHoAarenscTBa Poccuiickoit denepauun B obsact oOpa3zoBaHUS,
HOPMATHBHBIMM  IIPABOBBIMM  AKTaMHM, JIOKAJIBHBIMM  HOPMATUBHBIMM  aKTaMH
OpraHU3aLMH.

1.7.1. TpeGoBaHusi K KBaJU(PUKALUY [eJATrOTMYECKUX KAJAPOB

K peanuzanuu nporpamMmsbl MPUBJIEKAIOTCS JULA, UMEIOIUE BbICIIee 00pa30BaHKE
WIH cpelHee NpodecCHOHaIbHOE U OTBEYAIOIINE KBAIM(UKALMOHHBIM TPEOOBaHUSIM,
YKa3aHHbIM B KBaJIM(PUKAUMOHHBIX CIPABOYHUKAX, U (WJIK) MNpodecCHOHATbHBIM
CTaHJapTaM.

1.7.2. TpeGoBaHusl K MATEPUAIBbHO-TEXHUYECKOMY 00ecreyeHn 0

MarepuanbHo-TexHuueckoe obOecneuenue (maiee — MTO) HeoOxomumo ist
MIPOBEICHMSI BCEX BUOB YUCOHBIX 3aHATHH U aTTECTAlUU, TPEAYCMOTPCHHBIX YICOHBIM
TJIAHOM TIO TIPOTPaMMe, U COOTBETCTBYET JIEUCTBYIOIIUM CAHUTAPHBIM U TUTHEHUYECKUM
HOPMAaM U TPaBUJIAM.

MTO conepxut creraibHble OMEIIEHUS: Y4eOHbIe ayTuTOpHun (J1TabOpaTOpHH )
JIJISl TIPOBEICHUS JICKITUM, MPAKTUYECKUX (CEMUHAPCKUX ) 3aHSATUM, JTAOOPATOPHBIX padoT,
TEKYIIEro KOHTPOJIS W TPOMEKYTOYHOM aTTECTallid, a TaKXKe TIOMCEIICHUS s
CaMOCTOSTEIILHON pabOThl, UTOTOBOM aTrTecTalii (B COOTBETCTBUU C YTBEPKICHHBIM
pacniucanueM Yy4eOHBIX 3aHsATHH). CHenuaabHble TOMEIICHUS YKOMILIEKTOBAHbI
CHEIUAIN3UPOBAHHON  MeOenblo, O00OpyJOBaHMEM, PACXOAHBIMU  MaTepuajaMu,
MPOTrpaMMHBIM  OO€CIieYeHNEM, TEXHUYECKUMU CPEJICTBAMH OOYYECHHS] U HWHBIMU
CpeACTBaMH, CIYKAIIUMU JJIsl TpeACTaBICHUs yueOHON H(POpMAILIMK CITyIIATEIISIM.
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Tabnuia 6 — MarepuanbHO-TEXHUYECKOE 00eCIIeUeHUE peaanu3alii MporpaMMbl

Bunrsl negreiapHocTr Kon u
HAMMEHOBANIE MatepuaabHO-TEXHHUECKOE 00eCIIeueHIeE,
HeoOxoaumoe 11 ocBoenus [1K
KOMIIETEHIIMH
BJI 1. OxcrutyaTtanus [IK1.1-11K1.4 VYueOHble aynuTopun (JIa0OpaTOpuu) Ui IPOBEICHUS
apromatuzupoBanubix | [TK2.1-11K2.6 JEKIWHA, TPAKTHYECKUX (CEMHUHAPCKHUX) 3aHSITHH,
UH(POPMALIMOHHBIX I1K3.1-I1K3.5 71a00paTOpHBIX PadOT, TOMEIIEHUS! YKOMIUIEKTOBAHbI
CHCTEM B CIELMAIU3UPOBAHHON Me0Oenbo, 000pyJOBaHUEM,
3alUIIIEHHOM pacxoaHbIMU MaTepuagamH, IPOrpaMMHBIM
UCTIOJIHEHUH obecreyeHrneM, TEXHHYECKUMU CPeICTBAaMH 00yUYEeHHUS
U UHBIMH  CpPEICTBaMH,  CIYXallUMHU  JJId
npezcTaBiIeHus yueOHOM nHbopMaLUy CITyIaTesamM
[IK1.1-11K1.4 VYyeOuble ayautropuu (1a00paTOpuu) sl MPOBEACHUS
[IK2.1-11K2.6 JEKIUH, IPAKTUYECKUX (CEMUHAPCKUX) 3aHATHH,
[TIK3.1-11K3.5 1a00paTOpHBIX PabOT, MOMEIIEHUS YKOMILIEKTOBAHBI
cHenualIn3upoBaHHON MeOesbI0, 000py0BaHUEM,
PACXOHBIMH MaTepUalaMH, IPOrPAMMHBIM
o0ecrnieueHrneM, TEXHUUECKUMU CPeACTBAMU
00y4YeHMsI U UHBIMH CPEJICTBAMH, CIY>KAILUMU JUIS
npecTaBiIeHUs yueOHOM HHPOPMAINY CITyIIATEIsIM
B/l 2 [IK1.1-11K1.4 VYyeOuble ayautropuu (J1a00paTOpuu) sl MPOBEACHUS
3amura uagopmanuu B | [1K2.1-11K2.6 JEKIUH, MPAKTUYECKUX (CEMUHAPCKUX) 3aHATHH,
aBromarusupoBanHHblx | ITK3.1-I1K3.5 71a00paTOPHBIX pabOT, MOMELICHHUS YKOMIIJIEKTOBAaHbI
cCUCTEMax CHelnalIn3upoBaHHON MeOesbI0, 000py0BaHUEM,
IPOTpaMMHBIMU U PACXOIHBIMH MaTepUaaMH, IPOrPAMMHBIM
MIPOrpaMMHO- o0ecrnieueHrneM, TEXHUUECKUMU CpeACTBAMU
anmnapaTHbIMU 00y4YeHMsI U UHBIMH CPEJCTBAMH, CIY>KAIUMU JUIS
CpeIcTBaMHU npeacTaBieHus yueOHoM nH(popMauu ciymarensim
[IK1.1-11K1.4 VY4eOHble ayauropuu (1abopaTopun) JUIsl MPOBEACHUS
IIK2.1-11K2.6 JeKIHH, TPAaKTUYECKUX (CEeMUHAPCKUX) 3aHATHH,
[TK3.1-I1K3.5 71a60paTOPHBIX PadOT, TOMEIICHUST YKOMIIIIEKTOBAHbI
CIeLMAIN3UPOBAHHON Mebenbio, 000pyI0BaHUEM,
PacxoAHBIMU MaTepualaMy, IPOrpaMMHBIM
o0ecreyeHrneM, TeXHHYECKUMHU CPeACTBaMHU
0o0y4eHHUsl U UHBIMU CPEICTBAMHU, CIY>KAIIUMHU JUIS
MpeJCTaBIeHNUs yueOHOM nH(pOpMAIMK CITyIIATeNsIM
B/l 3 3amura IIK1.1-11IK1.4 VYuebHble ayiuTopuH (J1aOOpaTOpUM) /Ui IPOBEICHUS
uH(popMalun [IK2.1-11K2.6 JeKIUH, MPAaKTUYECKUX (CEMUHAPCKUX) 3aHATHH,
TEXHUYECKUMHU I1K3.1-I1K3.5 71a00paTOPHBIX pabOT, MOMELICHHUS YKOMIIJIEKTOBAaHbI
CpeacTBaMu CHeIMalIn3upOBaHHON MeOesnbio, 000py0BaHUEM,

PacXoAHBIMU MaTepUaIaMU, TPOrPaMMHBIM
o0ecrieYeHneM, TEXHUIECKIMHU CPEACTBAMU
O6y‘-I€HI/I$I W UHBIMHU CPCACTBAMMU, CIIYKAIIUMU JJIA
MpeACTaBICHUS yueOHOW HH(POPMAIINH CITyIIATEIIsIM
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Bunbr nestenbHOCTH Kon u
MatepuaabHO-TEXHUUYECKOE 0OecTieueHue,
HauMEHOBaHUE
Heobxoaumoe it ocBoenus [1K

KOMITETCHITHH
[IK1.1-TI1K1.4 VYueOHbIe ayauTopuu (JJAOOPAaTOPHUM) JIJIsl TPOBEICHUS
[IK2.1-11K2.6 JEKIUH, IPAaKTUYECKUX (CEMUHAPCKUX) 3aHATHM,
[1K3.1-11K3.5 1a00paTOPHBIX padOT, TOMEIICHUS YKOMIIIICKTOBAHbI

CHeUAIN3UPOBAHHON Mebenbio, 000pyI0BaHUEM,
PacXOJHBIMU MaTepUaIaMH, IPOrPaMMHBIM
06CCHC'-ICHI/ICM, TCXHUYCCKUMU CPCACTBAMU
00y4YeHHUS U MHBIMH CPEIICTBAMH, CITY)KALIUMH IS
MpeaCTaBIeHNUS yueOHOM nH(pOpMAIMY CITyIIATENIM

[Tporpamma OTHOCHTCSI K KaTETOpUU: 0a30Basi MPOrpamMma.

1.7.3. TpeboBanuss K HMHPOPMALUOHHOMY H Y4eOHO-METOAUYECKOMY
o0ecre4YeHuIo

Jist  peamu3ani  TpPOrpamMMbl  MCHOJB3YIOTCS — y4eOHO-METOIUYEeCcKast
JOKYMEHTAIUsl, HOPMAaTUBHbIE IIPaBOBbIC aKThl, HOPMAaTHUBHAas TEXHUYECKas
JOKYMEHTAIUsl, WHas JOKyMEHTalus, ydeOHasi JuTeparypa W HWHbIE W3JaHuUs,
MH(pOpMAITMOHHBIE PECYPCHI.

Tabmuna 7 — YuyebHO-MeToAMYECKasT TOKYMEHTAIUsl, HOPMATUBHBIC TPABOBBIC AKTHI,
HOPMATHUBHAs! TEXHUYECKAsl TIOKyMEHTAIIUS, UHAsI IOKyMEHTAIsl, ydeOHast TuTeparypa u
WHBIC U37aHus1, THOPMAIIMOHHBIE PECYPCHI

I. HOpMaTI/IBHbIe IIPpaBOBBIC AKTbI, HHAA JOKYMCHTAIIUA

1.1®enepanbubiii 3akoH ot 27 wutons 2006 r. Ne 149-®d3 «O06 wunpopmanuwy,
MH(POPMAITMOHHBIX TEXHOJIOTHIX U O 3aIUTe UH(POpMALIHI»

1.2®enepanpubiii 3ak0H oT 27.07.2006 Ne 149-®d3 (pexn. ot 12.12.2023) "OO6
uHpopmaluy, UHPOPMALMOHHBIX TEXHOJIOTHSAX M O 3amure uHbopmanuu" //
"Cobpanue 3akoHomarenbcTBa PO", 31.07.2006, N 31 (1 4.), ct. 3448.

1.3 ®enepanbublii 3ak0oH OT 27 utogig 2006 1. No 152-D3 «O nepCcOHAIBHBIX TaHHBIX

1.4 ®enepanbHbiil 3aK0H 0T 29 uroia 2004 r. Ne 98-03 «O koMMepUYeCKON TallHE»

1.5 ®enepanpublii 3akoH oT 7 utofig 2003 1. Ne 126-D3 «O cBsizu»

1.6 ®enepanbubiii 3akoH oT 27 naekadps 2002 1. Ne 184-®3 «O TexHUYECKOM

pETYyIUPOBAHUIY




30

1.7 ®enepanbhbiii 3akoH ot 9 geBpanst 2009 r. Ne §-D3 «O6 obecniedeHnn J0CTyMa K
uH(pOpMAIMK O JAESITEIbHOCTU TOCYJapCTBEHHBIX OPraHOB U OPTaHOB MECTHOIO
CaMOYTIPaBIICHUS»

1.8 Denepanbhblii 3akoH oT 6 anpeins 2011 1. Ne 63-D3 «O06 31eKTPOHHON MOATUCH

1.9®enepanpubiii 3akoH ot 26 wmions 2017 1. Ne 187-d3 «O 06e30omacHOCTH
KPUTHYECKON MHPOPMAITMOHHON HHPPACTPYKTYPhI»

1.10 Pepnepanbhbiil 3akoH or 8 aBrycra 2001 r. Ne 128-®3 «O nuueH3upoBaHUU
OT/ICJIbHBIX BUJIOB JICATECILHOCTI

1.11 VYka3 I[Ipesuaenta Poccuiickoit @enepanuu ot 5 nexadps 2016 r. No 646 «O6
yTBepkaeHun  JlokTpuHbl — uHGOpMaMOHHON  Oe3omacHocTd  Poccuiickoi
denepanm»

1.12 Vka3 IIpesunentra Poccuiickoit ®epepanmu ot 22 mas 2015 r. Ne260 «O
HEKOTOPBIX Bompocax nHPopMaiimonHou 6e3onacuoctu Poccuiickoit @enepanum»

1.13 TlonoxeHue o rocy1apCTBEHHOM cucTeMe 3aliuThl HHpopManuu B Poccuiickoii
®enepau OT MHOCTPAHHBIX TEXHUYECKHX pAa3BEIOK U OT €€ YTEYKH IO
TEXHUYECKUM KaHajaMm, YTBEPXKIEHO MocTaHoBieHrueM CoBeta MUHHCTPOB -
[TpaButenscTBa Poccuiickoit @enepammu ot 15 centsiops 1993 r. Ne 912-51

1.14 TpeGoBanusi K TOPSAKY CO3[aHWSA, Pa3BUTHSA, BBOJAA B JKCIUIyaTallHIo,
AKCIUTYaTallMy ¥ BBIBOJA M3 DKCIUTyaTalldyd TOCYIapCTBEHHBIX MH(OPMAIIMOHHBIX
CUCTEM, W JaJbHEHIIEero XpaHEHUs CoJAepXkalieiicss B HX 0a3zax JJaHHBIX
uHpopManu, YTBEpXKAEHBI MocTaHoBieHueM [IpaButenncTtBa Poccutickoit
®enepanyu ot 6 utoiist 2015 . Ne 676

1.15 TIlocranoBnenue IIpaButenscrBa Poccuiickoit denepamnuu ot 8 dheBpans 2018 r.
Ne 127 «OO0 yTBepkIeHUM NPaBWJI KATETOPUPOBAHUS OOBEKTOB KPUTHUUYECKOU
uHdopmarmonHoit uHppacTpyktypsl Poccuiickoit deneparuu, a Takxke nepedyHs
nokasareyiel KpUTEpUeB 3HAYUMOCTH OOBEKTOB KPUTHUYECKON MHGOPMAIIMOHHON
uH(ppacTpykTypsl Poccuiickoit denepauivi 1 X 3HaYECHUN»

1.16 TlpaBwiia ocymiecTBICHHUS TOCYIAPCTBEHHOTO KOHTPOJISI B 00J1aCTH 00eCTieYeHUS

0€e30MacCHOCTH  3HAUYUMbBIX  OOBEKTOB  KPUTHYECKOM  HMH(POPMALMOHHOU
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uHppacTpykTypsl Poccuiickoii ®enepaiuy, YTBEpXKIEHBl MOCTAHOBICHUEM
[IpaBurensctBa Poccuiickoit @enepanmu ot 17 deBpans 2018 r. Ne 162

1.17 TpeOoBaHusi K 3allUTE TEPCOHATBHBIX JAHHBIX MPU HX O0OpabOTKE B
MHPOPMAIIMOHHBIX ~ CHUCTEMaxX  IEPCOHAIBHBIX  JAaHHBIX,  YTBEPIKJICHBI

noctanoBjieHueM IIpaBurtenscTBa Poccuiickoit @enepanun ot 1 HOsSOps 2012 r.

Nell19

2. OcHOBHas JIUTEpATypa

2.1 bamanoB A. H. KommekcHas wundopmamnuonHas O6e3omacHOCTb. [lomHbII
cripaBoYHUK crernuanucra. [Ipaktudyeckoe mocooue. M.: Undpa-Umxkenepus. 2024.
156 c.

2.2 bonmapes B. B. Bsegenue B wuHbOpMaNUOHHYIO  0€30MACHOCTH
aBTOMATU3UpOBaHHBIX cucteM. M.: MI'TY um. H. 3. baymana. 2024. 252 c.

2.3 BacunseBa T. 1O., Kynpusno A. W., MensnukoB B. II. MHdpopmanmonnas
6e3omacHocTh. YueOHuk. M.: KaoPyc. 2023. 372 c.

2.4 I'pumnaa H. B. OcHOBBI HHPOPMAaLIMOHHOM 0€30MaCHOCTH MpeANpUiTHs. Y yeOHOe
nocooue. M.: Uudpa-M. 2021. 216 c.

2.5 I'ponzenckuit S. C. Undopmarmionnas 6e3omacHocTh. YuebHoe nocodue. M.: PT'-
IIpecc. 2024. 144 c.

2.6 Epemun A. JI. Undopmanmonnas u nudposas ruruera. M.: Jlans. 2023. 92 c.

2.7 XKaposa A.K. 3amura mHbopmauu OrpaHUYEHHOTO JOCTyMa, MOJy4aeMOu IO
u(poOBBIM KaHajdaM TMepenadyn HH(pOpMaMu O COBEPIIAEMBIX KOPPYMIIMOHHBIX
npaBoHapytieHusx // 'ocymapcTBeHHas BIacTh M MecTHOE camoympasiienue. 2023. N
9.C.37—4l.

2.8 3enxoB A. B. NuHdopmarmonnas Oe3omacHOCTh W 3amurta WHpopmaruu. M.:
FOpaiir. 2023. 108 c.

2.9 Kazapun O. B., llly6unckuit M. b. OcHoBbl MHGOPMALIMOHHON 0€30MaCHOCTHU:
HAJISKHOCTh U 0€30MacHOCTh MporpaMMHoro ooecnieuenus. M.: FOpaiit. 2023. 343 c.
Kopa6ensuukos C. M. Ilpectymnnenus B cepe nabhopManroHHon 6e3omacHOCTH. M.

Opaiit. 2024. 112 c.
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2.10 CprueB 0. H. 3ammra undopmanuu 1 mHpopManuoHHas 0e30macHOCTb. M.:
Nudpa-M. 2021. 201 c.

2.11 Cprues 1O. H. 3amura undopmaruu v uHGpopmalronHast 0e30macHOCTb. Y4eOHoe
nocobue. M.: Uudpa-M. 2023. 201 c.

2.12 Xopes I1. b. IIporpammHo-anmnapaTtHas 3amura uHdopmanuu. YuedHoe nocooue.
M.: Uadpa-M. 2022. 327 c.

2.13 Xpuctuanu W.B. Hudopmanmonnas 6e3omacHoctb B cetu MuTepuer //
3akoHHOCTh. 2022. N 4. C. 20 — 23.

2.14 TlaperopoaueB A. B., Hepobun E. A. HNudopmanmonHoe mpoTUBOOOPCTBO.
KonnenryanbHble OCHOBBI oOecnedyeHus HHPOpMalMoHHOM Oe3omacHocTu. M.:
Hndpa-M. 2024. 267 c.

2.15 Yepnona E. B. Undopmarnmonnas 6e3onacHocTs yesnoBeka. M.: FOpaiit. 2023. 328
c.

2.16 IlIBeukoBa O. I'., badaes C. U. Undopmanuonnas Oe3omacHOCTh. Yacth 1.
Teopernyeckue ocHoBbl. YueOnuk. M.: KYPC. 2022. 144 c.

2.17 IlIBeukoBa O. I'., badaer C. U. Undopmanuonnas Oe3omacHOCTh. Yacth 2.

Crannaptsl u qokymMeHThl. Yueonuk. M.: KYPC. 2022. 144 c.

3 JlonoJiHUTeILHAS JIUTEPATypPa

3.1 bapkoB A.B., Kucener A.C. Bausiaue nudpoBu3zanuy Ha MpaBOBOE 00ECIICUCHHE
nH(GOPMAITMOHHON 0€30MaCHOCTH TOCY/IapcTBa W OM3HECa B YCIOBHUSX COBPEMEHHBIX
reonoJIUTUYECKUX BbI30BOB // be3omacHocTs 6uzneca. 2022. N 3. C. 3 — 7.

3.2 bapkoB A.B., Kucenes A.C. O mnpaBoBoM obecrneueHUn O€30MaCHOCTH
UH(OPMAIMOHHO-TEIEKOMMYHUKAMOHHOM UH(PACTPYKTYPHI 0aHKOB 151
rocyJapCcTBeHHBIX CTPYKTYp // bankoBckoe npaso. 2022. N 4. C. 20 — 27.

3.3 Jlybenr A.K. MexayHapomHOE COTPYIHUYECTBO B cdepe HHPOPMAIUOHHON
0e30MacHOCTH: O0Ias XapaKTepUCTUKA W POCCHUUCKUU TMOAXOJ K H3ydeHUo //
MexyHapoIHOE MPaBoO U MexayHapoaHble opranuzamuu. 2022. N 1. C. 24 — 30.
3.4 Jly6enr A.K. MexayHapoaHoe COTPYyAHHMYECTBO B cdepe uHDOpMAIIMOHHOMN
0e3omacHOCTH: O0IIasi XapaKTepUCTUKa W POCCUMCKUN TOAXOJ K H3y4YeHUo //

MexayHapoaHOe IpaBo U MeXayHapoaHsle opranuzanun. 2022. N 1. C. 24 — 30.
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3.5 Ay6ens A.K. OnbIT MeXIyHApOAHOTO COTPYAHUUYECTBA B chepe HHPOPMAIIIOHHOMI
0e3omacHOCTH: TMpPOOJEMbl W MEpPCHeKTUBbI // MexayHapolHOE TMpaBO H
MexayHapoaHbsle opranuzanun. 2023. N 3. C. 13 — 19.

3.6 Hyrenen A.C., ITaBnosa JI.B. 'ocymapcTBeHHOE peryivpoBaHUE OOECTeUECHHUs
uH(GOPMAIIMOHHOW  0€30MacHOCTH  HECOBEPIICHHOJETHUX KAaK  COCTaBIIAIONIAS
HalMoHaIbHOU Oe3omacHocTr Poccnu / AnMuHUCTpaTUBHOE MpaBo U nporiecc. 2023.
N5.C.22—25.

3.7 KynpusnoB A. 1., MenbaukoB B. I1. UnpopmanmonHas 6e30nacHOCTb. Y UeOHUK.
M.: KnoPyc. 2022. 268 c.

3.8 MakcypoB A. A. O6ecnieuenrie HHGHOPMAIIMOHHON 0€3011acHOCTH B ceTH HTepHET.
Momnorpadus. M.: Uadpa-M. 2023. 226 c.

3.9 Hectepos C. A. OcHoBbl nHGOpMaIioHHOM O0e3omacHocTu. M.: Jlans. 2023. 324 c.
3.10  Huxutmna E.E. HWudopmanumonHas  0€30MacHOCTh  KaK  3JIEMEHT
KOHCTUTYIIMOHHOTO cTtaTyca JudHocTH // KypHan poccuiickoro npasa. 2024. N 1. C.
81 —9%4.

3.11 Ocagemok E. A. MudopmarmonHass 6e300acHOCTh TocyAapcTBa U O0IIeCTBa B
koHTekcte nesreabHoct CMU. Monorpadus. M.: Jlans. 2023. 92 c.

3.12 IlonsxoBa T.A., CmupnoB A.A. IIpaBoBoe oOecreueHue MEXIyHAPOTHOM
nH(pOpMAMOHHOW Oe30macHOCTU: Tpobnembl W mnepcnektuBbl //  Poccuiickuit
opuandeckuid xypaai. 2022. N 3. C. 7 — 15.

3.13 IIpoxoposa O. B. Unpopmanmonnas 6e30nacHOCTb U 3amuTa nHPopMauuu. M.:
Jlanb. 2024. 124 c.

3.14 Poguuen 10. A. Mndopmannonnas 6e3onacHocTh. HalmoHaIbHBIE CTaHIAPTHI
Poccuiickoit @enepanuu. CII6.: [Tutep. 2021. 896 c.

3.15 Poguuen 10. A. Mndopmannonnas 6e3onacHocTh. HalpoHaIBHBIE CTaHIAPTHI
Poccuiickoit @enepanuu. CII6.: [Tutep. 2023. 384 c.

3.16 PocuxoB A. 3ammra KoH(puaeHUUaTIbHOU uHOpMauuu // FOpuanyueckuit

cupaBouHUK pykoogutens. 2023. N 8. C. 25 — 37.
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3.17 Cumax A. A. HWudopmanuonnass 0O6e3omacHOCTh. DU3HUECKHE OCHOBBI
TeXHUYECKUX KaHajaoB yTeuku uHbopmanuu. M.: Jlupexktmenua [lTabmummnr. 2022.
128 c.

3.18 Cmupnbix C.E. Mexaynapoanas uHQopMalnoHHas 0€30MacHOCTh KaK rapaHTHsl
OCYIIECTBJICHUSI TIpaBa HApOAOB Ha camoomnpesneiaeHue // MexayHapoJHoe MpaBo U
MexayHapoaHbsle opranuzanun. 2022. N 2. C. 20 — 30.

3.19 CoxonoB A.IO., Conmatkuna O.JI. Pa3paGoTka permoHaJbHOrO MOJEIHLHOTO
HOPMATHMBHOTO aKTa O MPAaBOBOM HWH(OOPMUPOBAHMM KaK HalpaBjeHUE IPaBOBOU
MOJIUTUKU B cdepe uHPopManroHHON Oe3zonacHocT // BectHuk Ilepmckoro
yHuBepcureta. FOpuanueckue Hayku. 2023. N 4. C. 602 — 612.

3.20 CyBoposa I'. M. Undopmarnmonnas 6e3omnacHocts. M.: FOpaiit. 2023. 278 c.

4 UnTepHeT-pecypchbl
4.1 https://securelist.ru/enciklopediva/

4.2 https://www.gosuslugi.ru/cybersecurity

4.3 http://ndtworld.ru securitycode.ru

4.4 https://fstec.ru/

5 D1eKTPpOHHO-0MOIMOTEYHASI CUCTEMA
5.1 CnpaBOoYHO-TIpaBoBas cucrema «l apanT»

5.2 CapaBouHo-nipaBoBasi cucrema «KoHCyIbTaHT»

5.3 Hayunas snexktponHast Oubnuoreka: http://elibrary.ru/

5.4 Poccuiickas rocyaapctBeHHas oubmmoreka - http://www.rsl.ru

5.5 DIEeKTPOHHO-OMOIMOTEUHAS cucTtema M31aTeNbCTBA «JIanp» -

http://e.Janbook.com

1.7.4. O0mue TpeGOBaHNS K OPraHU3alUuM Y4eOHOT 0 MpoLecca

OO6mue TpeOOBaHUS K OpraHu3alMd Y4eOHOIro IIpoIlecca OMPEeeIsIOTCs
JOKAJIbHBIMH HOPMATHBHBIMH aKTaMH 00pa30BaTEIbHON OPTaHU3aIIHH.

1.7.5. CereBasi popma 00y4yeHUs He MPEAYCMOTPEHO.

1.8. ®opmbl aTTECTALIMH

Onenka KadyecTBa OCBOEHHUS MPOTPAMMBI OCYIIECTBISIETCS B (POPME TEKYIIETO
KOHTPOJISI YCIIEBAEMOCTH, MPOMEKYTOYHOW aTTECTallMi MO JUCUUIUIMHAM (MOIYJISIM,
paszienam) U UTOTOBOM aTTECTAllMU CIIyLIATeNIeH 10 MporpaMme.


https://securelist.ru/enciklopediya/
https://www.gosuslugi.ru/cybersecurity
https://www.gosuslugi.ru/cybersecurity
http://ndtworld.ru/
http://elibrary.ru/
http://www.rsl.ru/
http://e.lanbook.com/
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1.8.1. Tekymuii KOHTPOJIb yCIIEBAEMOCTH
B coomsemcmauu ¢ yuebHo-memamuueckum niaHom u paboudeti npocpammor.

1.8.2. IIpome:xxyToyHas aTTECTALUA
B coomeemcmeuu ¢ yuebHo-memamuyeckum niaHom u paboveil npocpammol.

1.8.3. UTorosast arrecranus

OcBoeHME MporpamMMbl  3aBepllaeTcsl UTOrOBOM  arTectanueit. HWrtoromas
aTTecTalsl MPOBOAMTCS HA OCHOBE MPUHLUIOB OOBEKTUBHOCTH M HE3aBUCUMOCTH
OLICHKM KadecTBa NOATOTOBKM ciymiarenei. HMroroeas arrecraums —sBISIETCA
00s13aTENBHOM JUTSI CITyIIaTeleH.

Wrorosas arrecraius IpoBOIUTCS B popMe MEXKAUCIUIUIMHAPHOTO 3Kk3aMmeHa. K
WUTOTOBOM AaTTECTAllMU JIOIYCKAKOTCS CIYLIATENH, HE UMEIOIIHUE AaKaJIEeMUUYECKOU
3aJI0JPKEHHOCTH U B TIOJIHOM 00bE€ME BBINIOJIHUBILKE YU€OHBIN IIaH IPOTrPaMMBI.

[TopssnoK NpPOXOKIEHHWS WTOrOBOM AaTTECTAlMM ONPENEIAECTCS JIOKAJIbHBIMU
HOPMATHBHBIMH aKTaMU 00pa30BaTEIbHON OpraHU3aluu.
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2. OHEHOYHBIE MATEPHAJIbI

OneHouyHble MaTepuaiabl OOECHEUYMBAIOT MPOBEPKY IOCTHKEHUS IUIAHUPYEMBIX
pe3yJIbTaTOB OOy4YeHHs MO MpPOrpaMMe U HCHOJB3YIOTCS B IPOLELYpe TEKYLIEro
KOHTPOJISL yCIIEBAEMOCTH, IIPOMEKYTOYHON aTTECTAlMM U UTOTOBOM aTTECTALNN.

2.1. Texkyumuii KOHTPOJIb

Texymuii KOHTPOJIb 3HAHUN TPOBOAUTCS B POpMax, IPeyCMOTPEHHBIX yUeOHBIM
TUTAHOM.

B npoepamme neobxooumo npeocmasums onucarue mpebos8aHuli K npo8eoeHuro

meKyu;eﬁ ammecmayuu, Kpumepuu OYyEHUBAHUA.

2.2. IIpoMexyTOYHAsi ATTECTALMS

OcBoeHue mnporpammbl, B TOM YHCIIE€ OTACIbHOW €€ 4YacTh (MOAYJsl), MOMKET
CONMPOBOXKJAATbCSI ~ IPOMEKYTOYHOM  aTTecTalueil, NpoBOAMMON B  (opMax,
OINPEEIECHHBIX YYEOHBIM IJIAHOM.

B npoepamme npugoosamcs mpebosanus K 8bINOIHEHUIO 3A0AHUL NPOMENCYMOUHOU

ammecmayuu, Kpunmepuu OYEHUBAHUA.

2.3. Hrorosasi arrecrauus
OcBoeHHe TporpamMMbl 3aBEPIIACTCS UTOrOBOM arrtectamuend. @opma HUTOroBOM
aTTECTALIMU: MeHCOUCYUNTUHAPHBIN IK3AMEH.

@opMBI U METOABI KOHTPOJISI U OLEHKHA PE3YJbTAaTOB OCBOCHUS pPa3ciioB

cojiepKarcsl B Tabnuile 8.

Ta0Omumna 8

(I)OprI U METOABbI KOHTPOJIA X OLICHKH PE3YyJbTaTOB OCBOCHHUS pa3ac/ioB

HaumenoBanue moayJien OcHOBHBIE MOKA3aTEIH DopMbI U METOABI
OICHKHA KOHTpOJISI " OLICHKH
1 2 3

Texymas yudeOHas pabota
NpEANoJIaraeT CIeayrouue
IOKa3aTejanu OIICHKH 3a 3a4€T
pazaen: aucnyT — ot 0 10 5
0ayIoB

Paznen 1. Undopmarius u ee
CBOICTBA




37

HaumenoBanue moayJiei

OcHOBHBIE OKA3ATEIH

D®opMbI U METOABI

OILICHKH KOHTPOJIA U OHCHKH
1 2 3
Paznen 2 Tekymas ydeOHast pabora
MeToap! 3aIuThI npearnoiaraeT ciaeayrolue
uH(bOpMaIuu MoKa3aTeld OLEHKH 32 saqeT
pazaen: TKY (aucnyTt) — oT
0 go 5 Oammos, IIA -
3a4eT/He3aYeT.
Paznmen 3 Texymas ydeOHas pabota
I'ocymapcTBeHHass  cucrtema | IpeAmnonaracT Cleayrommue
3aMUTHI I/IH(l)OpMaHI/II/I IIOKa3aTejan  OILICHKHK  3a 3a4eT
paznen: TKY (aucnyt) — ot
0 go 5 Oammos, IIA -
3a4eT/He3ayeT.
Paznen 4 Tekymas ydeOnas pabota
3amuTa KOHPUACHIIMAILHON | IPENNoaracT CieAayroImne
uH(pOpMAIUH OT MOKa3aTelid  OIEHKH 32 3aveT
pasrianieHus pazaen: TKY (aucnyTt) — oT
0 mo 5 Oammos, IIA -
3a4eT/He3aueT.
Paznen 5 Tekyias ydeOHast pabota
3amuTa KoHPUACHIIMAIRHON | IPEIoaracT CieayroIme
uH(popMaIuu OT MOKa3aTeld  OIEHKH 32 3a4eT
HECAHKLIMOHUPOBAHHOTO paszaen: TKY (mucnyt) — ot
J0CTyTIa 0 go 5 Oammos, ITA —
3a4eT/He3ayeT.
Paznen 6 Texkymas ydeOnas pabota
3amuTa uHGOpMaIuu OT MPEIOoaaraeT CIeAyIne
YTEUKHU I10 TCXHUYCCKUM [I0Ka3aTcjin  OUCHKK  3a 3auer
KaHajam pazaen: TKY (aucnyT) — oT
0 mo 5 Oammos, IIA -
3a4eT/He3auer.
Paznen 7 Tekyimas ydeOHast pabora
JIuniensupoBanue mpearnosiaraeT Ciaeayrolre
JESATETLHOCTH 110 MOKa3aTeld  OIEHKH 32
TEXHUYECKOMN 3alUTE pazaen: TKY (mucnyT) — ot sageT

KOH(UIECHIIUATILHON
uHpopmMauu u
cepTuUKalus CpeacTB
3alIUThI

0 mo 5 oOammos, IIA -
3a4eT/He3auerT.
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Paznmen 8 Texymas ydeOHas pabota
OreHka 3alMIIeHHOCTH MpeanoiaraeT Ccleayroue
KOH(HUIEHIIUATIbHON IOKa3aTejiM  OIEHKH  3a —
uHpopmaruu pazaen: TKY (aucnyTt) — oT
0 ngo 5 Oammos, ITA -
3a4eT/He3adeT.
Paznen 9 Tekymas ydeOHas pabora
HOp}IILOK MPOBEACHUSA pa60T ImpeamnoJaract CJICAYIOIIUC
IO 3aIIHTe MoKa3aTeld  OLEHKH 32 saeT
KOH(HICHIIMATEHON paznen: TKY (aucmyt) — oT
UHpOpMaLUU Ha 0 ngo 5 Oammos, ITA -
NpEeANpPUSTUN 3a4eT/He3aueT.
HUtorosas aTTecTalus .
MEXIUCITUTUTHHAPHBIT
peanosjaraeT Ciaeayrone
Hrorosas arrecranus 9K3aMeH
nokaszarenu oueHku: MAP —
(TecTupoBaHue)
ot 0 10 5 GasuioB

@OpMBI U METOIBI KOHTPOJIS ¥ OLICHKU PE3YJIBTATOB OCBOCHUS PA3/I€JIOB 3aIIOJIHAETCS C IIOMOLIBIO
YCIIOBHBIX 0003HAUCHUIA:

TKY - Texynuii KOHTPOJIb yCIIEBAEMOCTH;

ITA — mpoMexyTo4dHas aTTECTALNS;

HA - utoroBas aTTecTanus.

2.4 POPMA ATTECTALIUA

JIns aTTecTalny CIyIIaTeNe Ha COOTBETCTBUE UX NMEPCOHAIBHBIX JOCTHKECHUN
TpeOOBaHUSM MpPOrpaMMbl UMeeTcsl (OHJA OLEHOYHBIX CPEACTB JJsi IMPOBEICHUS
MIPOMEKYTOUYHON U UTOTOBOU ATTECTALINH.

@DOHJT OLIEHOYHBIX CPEJICTBO MPOMEKYTOYHOW aTTECTAllMU BKIIIOYAET B ceOs
TECTOBBIE BOIIPOCHI

IMOoCJIC KaXJI0To0 MOAYJiA, IIO3BOJIAOIMIME OLCHHUTL CTCIICHD

chOpMUPOBAHHOCTU  KOMIIETeHIIMN  ciymareneid. I[IpoMmexxyTrouHass  arrectarus
mpoBOUTCS B (hopme 3adeTa.

[Iporpamma oOyueHusi 3aBeplIaeTCs UTOTOBOM arrectanuen B popme ourozo
UMOo2068020 MeCMUPOBAHUS.

Ilens UTOrOBOM aTTecTallid — MPOBEPKAa YCBOCHHBIX B Mpolecce OO0yudeHUus
3HAHWM, yMEHUH, HABBIKOB U PO(EeCCHOHATBHBIX KOMIIETEHIIUNA B paMKaX MPOTrpPaMMBI.

HNrorosas arrecranms ciymareined IO NpOorpaMMe MOXKET IPOBOIMTBCSA C

HCIIOJIb30BaHUEM CUCTEMBI JTUCTAHIIMOHHOTO 00pa3oBanus Ha 0ase miatdopmbel Moodle
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N BBIIIOJHACTCA B JJICKTPOHHOM BHIC (pa?;I[CJI «HTorosas aTTGCTaHI/I}I») nim cC
HCIIOJIB30BAHUCM HHBIX CPCACTB U /M IMporpaMMHOIO O6€CH€‘I€HHH, B ClIydac CCJIn
CJIymaTeib 1o yBa)KHTeHBHOﬁ IMPUIHUHC HC MOKCT IIPUCYTCTBOBATHL HA aTTCCTAIMHA OYHO.
Hrorosas arTecTaluAa IMpOBOAHUTCA Ha OCHOBC IIPUHIIMUIIOB OOBEKTHBHOCTU U
HE3aBUCHUMOCTH OLICHKHM Ka4€CTBA IIOAIOTOBKH 06yqa101u1/1xc;1.
K urorosoit AaTTCCTAllMU JOITyCKACTCA CIIyHIaTCiib, HC I/IMeIOH_[I/Iﬁ 3aJ0JDKCHHOCTHU

1 B ITIOJJTHOM 00bEM€ BBITTOJTHUBIITUH y‘I€6HI>II>'I IIIaH II0 IIpOorpaMmMme.

2.5 OHEHOYHBIE MATEPHUAJIbBI
OueHoyHbIe MaTEePHUAJIbI IPOMEKYTOYHOMH aTTECTALIUN

1. Kaxoit u3 nepeuncinennsix BuaoB nHpopmanuu HE sBasercs, kak mpasuso,
KOH(HIEHIUATIbHBIM?
1) Kommepueckas TaitHa
2) IlepconanbHbie JaHHBIC
3) T'ocynapctBeHHas TaitHa
4) PexnaMHbIi OyKJIeT KOMIIAHUU

IIpaBHiILHEII OTBET: 4

2. OCHOBHOE CBOMCTBO HMH(OpMAIIUHU, XapaKTEPU3YyIOIlee €€ CIOCOOHOCTh ObITh
VICIIOJIb30BAaHHOM JUJISl IPUHATHS PELIEHUM, — 3TO:
1) KondpuaennmanbHOCTh
2) LleHHOCTH
3) docToBepHOCTH
4) AxTyanbHOCTb

IIpaBuiIbHBINA OTBET: 2

3. KiroueBast mpuuriHa 0COOOM 3HAYMMOCTH 3alUTHI MH(QOpMALMKU B OpraHax
roCyJapCTBEHHOM BJIACTH:
1) Obecnieuenre BEICOKOM MPUOBLIN
2) I'apaHTus HalMOHAIBHON OE30MIACHOCTH U CyBEPEHUTETA
3) IloBblieHUE CKOPOCTH PAaOOTH YUHOBHUKOB

4) Cuwxenue 3atpart Ha [T-o6opyaoBanue



40

IIpaBuiabHBINA OTBET: 2

4. Tpuaga KA (CIA) — 310 Klaccuueckass MOJENb, ONMMCHIBAIOIIAs KIIOUEBBIC
nenu Mb. Yto B Hee BXoauT?
1) Konduaenmuansuocts, MHTETpaabHOCTh, AYTEHTUYHOCTD
2) Kontpons, Undopmanus, Ananu3
3) KonduaenmumanpHoCTh, [{enmocTHOCTD, JIOCTYTHOCTH
4) Kpunrorpadus, Uneatuduxanus, AAMUHACTPUPOBAHUE

[IpaBUILHEINA OTBET: 3

5. Kakas u3 IICPCUYNCIICHHBIX TGHI[GHI_[I/Iﬁ SIBIISICTCSI TEXHUYECKOU HpGI[l'IOCBIJIKOI?I

Kpu3uca HHPOPMaIMOHHOM O6e30macHoCTr?
1) Poct KOMIIbIOTEPHOW I'PAMOTHOCTH HACEJICHHUS
2) Bceobmas uudpoBu3zaius 1 pocT CI0KHOCTH UHPOPMAIIMOHHBIX CUCTEM
3) YBenuueHue yucia MEKIyHApOAHBIX JOTOBOPOB
4) CHmxeHue CTOMMOCTU TPOTPaMMHOr0 00eCrieYeHUs

IlpaBuibHBINA OTBET: 2

6. Kommnekcnoe obecneuenne b nogpaszymeBaer 3amuTy HHPOPMaLIUN:
1) Tonpko C MOMOIIBIO TPOTPAMMHBIX CPEICTB (AHTUBUPYCOB)
2) Tonbpko Ha ypOBHE NIEPUMETPA CETU (MEKCETEBBIX IKPAHOB)
3) Ha  mpaBoBOM,  OpraHuU3allMOHHOM,  HWHXCHEPHO-TEXHUYECKOM U
IPOrpaMMHO-AIIaPaTHOM YPOBHSX
4) VICKmouuTenbHO CUTIAMU CITYKObI 0€30aCHOCTH MPEATPUSITHS

IIpaBuiibHBINA OTBET: 3

7. OcHOBHasi MpHUYMHA aKTyaJbHOCTH NpoOJieMbl oOecnedeHus: 0e30macHOCTU

WH(OPMAITMOHHBIX TEXHOJIOTHI:
1) Poct 3aBucumMoctu o011iecTBa 1 OHM3HECa OT MH(OOPMAIIMOHHBIX CUCTEM
2) YcrapeBaHue 3aKOHOIATEIHLHOM 0a3bl
3) Hexxenanue nmosib30BaTelield MEHITH ITAPOJIH
4) OTcyTCTBHE UHTEpECA XaKEPOB K JAHHBIM KOMITAHUI

I1paBuibHBIN OTBET: 1

8. K kakomy kiaccy ctanaapToB MHGOPMAIIMOHHON 0€30MacHOCTH OTHOCHUTCS
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cepust ISO/IEC 270007

1) HaumonaneHble cTaHAapThl olleHKH Oe3onacHocTu (Hanpumep, DCTIK)

2) MexayHapoaHbIe CTaHapPThI MEHEIKMEHTA uH(POPMAIIMOHHON
6e3onacHoctu (CMUB)

3) OtpacneBbie ctanaapThl miarexxkHbix cucreM (PCI DSS)

4) CrangapTsl onieHKH Oe3omacHoCcTH MpoaykToB (Common Criteria)

IIpaBuiIbHBINA OTBET: 2

9. Crannapt PCI DSS pa3zpaboran s obecniedeHus 0€30MacHOCTH B 00J1aCTH:
1) IIpousBojcTBa aBTOMOOMIIEH
2) Ob6paboTKu NepcoHaIbHBIX JaHHBIX B 3/ipaBooxpaHeHuu (HIPAA)
3) Omnepauuii ¢ 0aHKOBCKMMU KapTaMu
4) VYupasnenus kauectBoM (ISO 9001)

[IpaBUILHEIIA OTBET: 3

10. B  poccuiickoii ~ cucreme (IO  PYKOBOJSALIUM  JIOKYMEHTaM
[Nocrexxomuccun/®CTIK) knace 6ezonacuoctu MC onpenensiercss Ha OCHOBE:
1) CrouMocTH CUCTEMBI
2) Ypoeus rapantupoBanHocTyd 3amuTel oT HCJI u mepeunst tpeboBanmit
3) Ckopoctu mpoiieccopa
4) TlonmynsipHOCTH y MOJIB30BATENEH

IIpaBuiIbHBINA OTBET: 2

11. Kakoii TMm BpeAOHOCHOTO MPOTPAMMHOIO OOECHEYEHUs MACKUPYETCS TOJ
JIETUTUMHYIO IPOTPamMMy, HO BBITIOJHSIET CKPBIThIE BPeIOHOCHBIE (PyHKIIUN?
1) Bupyc
2) TposiHckast mporpamMma (TpOsiH)
3) CereBoil uepBb
4) Pexnamuoe 10 (adware)

[IpaBUILHBIA OTBET: 2

12. OcHoBomoyiararonuM JOKYMEHTOM, ONPEACNISIONUM TOCyAapCTBEHHYIO
nonutuky P® B o6mactu nuHpopManmoHHOM 0€30MacHOCTH, SIBISETCS:

1) YronoBHbii koaekc PO
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2) JloxTpuHa uHpopmMarnronHou 6e3onacHoctu PO
3) Tpynosoii kojaekc PO
4) ®enepanbHbiil 3akoH "O pekname"

IIpaBuILHBIA OTBET: 2

13. Kakoii penepanpHBIi OpraH UCIIOJHUTEIHLHOM BJIACTH YIIOJITHOMOYEH B 00J1aCTH
3alUTHI TOCYTAPCTBEHHON TalHbI M KpUNITOTpaduiecKor 6e30macHOCTH?
1) MunuctepcTBO IU(POBOTO pa3BUTHS, CBI3U U MACCOBBIX KOMMYHUKAIIHMA
2) ®enepanbHas ciayx0a 6e3onacHocTu (OPCh Poccun)
3) ®enepanbHas Hanorosas ciyx6a (PHC Poccun)
4) denepanbHas ciayx0a MO TEXHHUYECKOMY M OKCIOPTHOMY KOHTPOJIIO
(®CTIK Poccun)

IIpaBuiIbHBIA OTBET: 2

14. "Opanxesas kaura" (TCSEC) — 3T0:
1) Poccuiickuii craniapT mo 3amure uHpopmauu
2) AmepuKaHCKHI CTaHIapT OLIEHKHU JIOBEPEHHBIX KOMITBIOTEPHBIX CUCTEM
3) MexayHapoaHblii CTaHAAPT MO MU(PPOBAHUIO
4) Knaccudukaiiys BUpycoB

[IpaBUIBLHBIA OTBET: 2

15. KTo B opranuzanuu HeceT NepCOHAIbHYI0 OTBETCTBEHHOCTh 32 0OECIeUeHre

uH(OPMAITMOHHON 6€30MaCHOCTH?
1) Cucrtemublil aAMUHUCTPATOP
2) PykoBoauTeIb OpraHu3aiuu (TeHepaIbHbINA TUPEKTOP)
3) HavanbHUK OTI€Na KaApOB
4) Byxranrep

IIpaBuiIbHBINA OTBET: 2

16. OnepatopoM nepcoHaNBHBIX AaHHBIX coryacHo 152-D3 sgBnsgercs:
1) Jlumo, o6pabatsiBaroiee [1J] mo mopyueHuro oneparopa
2) I'ocynapcTBeHHas OpraHu3alysi, OCyeCTBIISIFOIIasi KOHTPOJIb

3) ®uznueckoe auI0, K KOTOpoMmy oTHOCcsTCs [1]]

4) Opranuzanusi WX JUIO, CAMOCTOSITEIbHO ONpEACNSIONUe LEeIun |
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cojepkanue oopadotku I1/]

IlpaBuibHBIN OTBET: 4

17. K xakomy BuIy TailHbl OTHOCHTCA WH(pOpMalus O KIUEHTCKOW Oaze u
YCIIOBUSIX IOTOBOPOB C KOHTPareHTaMu KOMMep4ecKon (pupmbl?
a) ['ocynapcTBeHHas TaitHa
b) Kommepueckas Taiina
c) Ciy>xeOHas TaliHa
d) bankoBckas TaitHa

I1paBuiIbHBINA OTBET: 2

18. TIlepBbIM 3TanmoM MOCTPOEHHS] CHUCTEMbI 3alllUThl KOH(UICHIMAIBHOM
uH(pOpMaIUU Ha NPEITPUATUH SBISETCA:
1) YcraHoBKa MEXCETEBOT0O 3KpaHa
2) OmnpeneneHue NepeyHs 3alluaeMbIX HH(POPMAIMOHHBIX aKTUBOB U YIPO3
3) YBoJbHEHHE HENOSUIBHBIX COTPYIHUKOB
4) 3akyrka caMbIX JOPOTHUX CPEJICTB 3aIUThHI

IIpaBUILHBINA OTBET: 2

19. K opranu3aiiioHHbIM MepaMm 3alluThl UHQOpPMALIUU OTHOCUTCS:
1) YcranoBka antuBupycuoro 10
2) Pa3paboTka 1 BHEAPEHUE MOJTUTHKY MH(POPMAIITMIOHHON 0€3011aCHOCTH
3) IlpumMenenue ammapaTHOTO MU(PPOBATHLHOTO YCTPOMCTBA
4) MoHTax pelieToKk Ha OKHax

IlpaBuiIbHBINA OTBET: 2

20. Kakoii (¢enepaibHbId 3aKOH SBISIETCS Oa30BBIM JUISI  PETYJIMPOBAHUS
OTHOILICHH, CBA3aHHBIX C KOMMEpPYECKO TaitHOU B PD?

1) 152-®3 "O nepcoHanbHBIX JaHHBIX"

2) 149-®3 "O6 undopmanmu, HHGOPMAITMOHHBIX TEXHOJIOTHSX U O 3alIUTE
uHpopmarun"

3)  98-®3 "O xoMmepueckoil Taiine"

4) 187-03 "O Oe3omacHOCTH KPUTUYECKOMN nH()OPMAITMOHHON
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uHppacTpyKTyphI"

IlpaBuibHBIN OTBET: 3

21. HecankimonupoBaunusbiii goctyn (HC/I) — ato:
1) Joctym k wuHboOpManmuu B HApylIEHHE YCTAaHOBIICHHBIX
pasrpaHuyeHus J0CTyna
2) Jlwoboii noctyn k uadopmarmu mno cetu Matepuer
3) Hoctym, pa3penieHHblid aIMUHUCTPATOPOM O€30MaCHOCTH
4) Jloctyn K o01ea0cTynHOM nHdopMaluu Ha cailite

I1paBuibHBIN OTBET: 1

22. MaHJaTHBIM KOHTPOJIb JOCTYyIA (IPUHYIUTEIBHBIN) OCHOBAH HA:
1) JKenanuu noap3oBaTens

2) Pemennu Biaaenbiia nHGOpMaIu

paBUII

3) Mertkax 0€30MacHOCTH, NPUCBAUBAEMBIX CYObEKTaM U O0BEKTaM CUCTEMBI

4) TIpou3sBoJie CUCTEMHOTO aIMUHUCTPATOPA

IlpaBuibHBIN OTBET: 3

23. IIpotiecc mpoBEpKHU, SIBISETCS JIU CYOBEKT (IMOJIB30BATENh) TEM, 32 KOTO OH CceO0sI

BbI/IA€T, HA3bIBACTCSL:
1) Unentudukauus
2) Ayrtentudukanus
3) ABTopu3zarus
4) Ayaut

IlpaBuiIbHBINA OTBET: 2

24. K akyctuueckoMy (BHOpPOAKyCTHUECKOMY) KaHaly YTE€UKA HHGOpMALMU

OTHOCHUTCA:

1) TlepexBatr nanubix no cetu Wi-Fi

2) IloncnyuiMBanve pa3roBOPOB 4Yepe3 CTEHbl WM C  HMCIOJb30BaHUEM

CIIEHMAJIBHOW anmapaTypbl
3) Kpaxa OymMaxHOTO HOCUTEJIS

4) ®otorpadupoBaHue IKpaHa MOHUTOPA
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IIpaBuiIbLHBIA OTBET: 2

25. Jns  3amutel  OT  yTeuykdu HMHPOPMAIMM 1O KaHaly MOOOYHBIX
ANIEKTPOMArHUTHBIX u3nydeHuil 1 HaBoJ oK ([I9MUH) npumenstot:
1) YcraHoBKY aHTUBUPYCOB
2) DKpaHHpPOBaHUE NOMEIIECHUI NI TEXHUYECKUX CPEJICTB
3) PerynsipHyio cMeHy napoJieit
4) OOy4eHue MOJIb30BaTEIICH

[IpaBUILHBINA OTBET: 2

26. UYro Takoe '"3akilaJHOE YCTPOMCTBO'" B KOHTEKCTE TEXHUYECKHX KAHAJIOB
YTEUKH?
1) JleranbHoe nporpaMmMHOe 0OeCTICUeHUE AJIsI 3alTUThI
2) DJEKTpOHHOE YCTPOMCTBO, CKpPBITHO BHEJIPEHHOE [JIsl IepexBara
uH(popmanuu
3) ApxuB c pe3epBHOM KOMHUEN TaHHBIX
4) Cucrtema BHJICOHAOIIOICHHS

IIpaBUILHBINA OTBET: 2

27. JlesaTenbHOCTh 1O pa3pabOTKe W MPOU3BOACTBY CPEACTB  3aIlUTHI
KOH(HIeHIaTbHON MHGOpMAaLMKU TpeOyeT JTULEH3UH, BbIJaBAEMOM:
1) ®CTIK Poccun
2) ®Cb Poccuun
3) Munnpomtoprom Poccun
4) PockoMHaazopom

IIpaBuiIbHBINA OTBET: 2

28. OcHoBHas 11eJ1b 00s13aTenbHOM cepTuduranuu C3U — 3t0:
1) IloBbIIeHUE PHIHOYHOM CTOMMOCTH MPOAYKTA
2) TlonTBepkaCHUE COOTBETCTBUS CpPEICTBA  3alIUThI  YCTAHOBIICHHBIM
TpeOOBaHUAM O€30MaCHOCTH
3) Peknama npoaykra
4) YnpouieHue npoueaypsl 3KCopra

IIpaBuiIbHBINA OTBET: 2
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29. JIokyMEHTOM, YCTaHABJIMBAIOIINM NEPEUEHb CPEICTB 3allUThl UH(MOPMAIIIH,
noJIekKAIINX 00s13aTeIbHON cepTudUKaIuu, sIBISETCS:
1) I'paxnanckuii kogekc PO
2) Ilocranosnenue [IpaButensctBa PO Ne 313
3) IIpuka3z ®CTIK Poccuu (yTBepx’AaIONINi COOTBETCTBYIOIINNA TEPEUECHb )
4) TexHUYECKUI TACIOPT U3AETUS

I1paBuibHBIN OTBET: 3

30. CeprudukaT COOTBETCTBHS Ha CpPEICTBA 3alMThl WH(OPMAIUU MOKET
BbI/1aBaThCs Ha CPOK:
1) Tonbko Ha 1 ron
2) He 6ounee 3 net
3) Ho 5 net (uame 3 roaa)
4) beccpouHo

IIpaBUILHBINA OTBET: 3

31. Jlnsa pasrpanudeHusi CeTeBoro Tpaduka 1 3aiuThl BHYTPEHHETO KOHTYpa CETU
OT BHEITHHUX aTaK MUCTOJIb3yeTCS:
1) AatuBupyc
2) MexceteBoii akpaH (OpaHnamayap)
3) Cucrema obHapykenus Bropxxeruii (COB)
4) Cucrema ynpasienus coositusmu b (SIEM)

IIpaBUiIbLHBIA OTBET: 2

32. Cucrema (SIEM) npenHa3HayeHa Jist:
1) lIudpoBanus AMCKOB
2) Arperanuu, KOppeJsiliuy U aHaJIn3a COOBITHI O€30MaCHOCTH U3 PA3IMUHbBIX
HMCTOYHUKOB
3) ®OunbTpanuu crnama
4) YnpaBiieHus NapoisiMH

IIpaBuiIbHBINA OTBET: 2

33. MexayHapoJHbIH CTaHAAPT, OIMCHIBAIONIUN JIyUYIIME TMPAKTUKU IS

noctpoenusi CYUD, — aro:
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1) 1SO 9001
2) ISO/IEC 27001
3) GOST R 34.10-2012
4) PCI DSS v4.0

[IpaBUIBLHBINA OTBET: 2

34. JlokanbHbIA HOPMATUBHBIM JTOKYMEHT, PETrJaMEHTUPYIOMIMI MpaBHiia
00pabOTKH U 3alUThl MH(OPMALIMU B OPraHU3ALMH, — 3TO:
1) TpynoBoit norosop
2) Ilonoxxenue 06 nHGOPMAIIMOHHOMN 0€30MaCHOCTH
3) Bbyxranrepckuii 6anaHc
4) PexyaMHBII IPOCIIEKT

IlpaBuiIbLHBIA OTBET: 2

35. IIporpammusiii komruieke "VipNet" oTeuecTBEHHOr0 MPOU3BOJICTBA B MIEPBYIO

ouepeb MpeJHa3HAYEH JJIS:
1) AHTHBUPYCHOH 3alTUTHI pA0OOYUX CTAHIIHIM
2) Iloctpoenus 3alIMIIEHHBIX BUPTYaldbHbIX YacTHBIX ceTeil (VPN)
3) Vnopasnenus 6a3aMu JaHHBIX
4) MoHUTOpHHTra TEMIIEPATYpPhl B CEPBEPHOI

IIpaBUiILHBINA OTBET: 2

36. KiroueBbiM npoaykrom uHerkn "Kpunrtollpo" siBisiercs:
1) AnmapaTHbIil MEXCETEBOM dKpaH
2) CpenctBo kpunrtorpaduueckoit 3ammurel uHbopMmanuu (CK3U), Bkmrouas
KpunTomnposaiinep u cpeactaa LI
3) Cucrema BUICOHAOIIOCHUS
4) Tlporpamma nijist yuera pabo4ero BpeMeH!

IIpaBUiIbLHBIA OTBET: 2

IIpuMepHBIi NepeYeHb BONPOCOB K UTOT0BOM aTTeCTALMHA

1. CBoiicTBO I/IH(bOpMaIII/II/I, O3Hayvawmee, 4YTO OHa HE  HU3MCHAIACH

HCCAHKIIMOHUPOBAHHO, — 3TO:

1) KonduneHunaibHOCTh
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2)  J1oCTymHOCTh
3)  LlemocTHOCTH
4)  AnemmupyeMocTb (HEOTKa3yeMOCTh)

IlpaBuibHBINA OTBET: 3

2. 3akoH P® "O rocyaapcTBeHHOW TaliHE" OTHOCHT K IOCYJAapCTBEHHOW TaliHe

CBCICHMUS:
1) O noxomax rpaxmnaaH
2) B obGmactm  BOGHHOM,  BHEIIHEMOJIUTUYECKOM,  HIKOHOMHYECKOM,
pa3BeIbIBATEIIBHOM ACSATEIBHOCTH
3) O MeHI0 CTOJIOBOM B rOCYIapCTBEHHOM OpraHe
4) OO0 oTnyckax COTPYJIHUKOB

IIpaBuiIbHBIN OTBET: 2

3. Yrpo3a 1ocTynHOCTH UH(OPMAILIMK — ITO:
1) O3nakomiieHue ¢ HHGOpPMAaILIMEN Jinla, HE UMEIOLIEro K HeM TocTyma
2) Hapymienue cBOEBpEeMEHHOTO IOCTyTa K HHGOpMAIIHH
3) Moaudukauus wiv yHUYTOXKEHUE HHHOPMALIIH
4) Otka3 oT ¢akTa OTIPaBKHU COOOIIECHNUS

IIpaBUIBHBIN OTBET: 2

4. Kpunrorpaguueckuii MeTo[ 3allUThl MHGOPMALIMK HCHIOJIB3YETCS B MEPBYIO
ouepenb I 00eCTICUCHUS:
1) ®dusznveckoil COXpaHHOCTU HOCUTENEH
2) KoH}puaeHIIMaIbHOCTH U IIEJIOCTHOCTH JJAHHBIX
3) becnepeOoiHOTO IEKTPONTUTAHMS
4) DproHOMUYHOCTH paboyero Mecra

IIpaBuibHBINA OTBET: 2

5. Crannapt ISO/IEC 15408 (Common Criteria) ucnosib3yercs, Jisi:

1) Ceptudukannu cucteM MEHEKMEHTA KauyecTBa
2) OueHkH 6€30MacHOCTH MHPOPMAITMOHHBIX TEXHOJIOTUN (KPUTEPUU OLIEHKU
6e3omnacHoctr UT-nipotykToB)

3) CranaapTu3anuu CETEBBIX MPOTOKOJIOB
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4) Knaccudukanuu GuIbMoB

IlpaBuibHBINA OTBET: 2

6. JIMCKpEIMOHHBIN KOHTPOJIb TOCTYa OCHOBAH Ha!
1) Pemenusix neHTpaIbHOTO Oprana 6€30MacHOCTH
2) Boue Bnagensiia o0ObekTa (daiina, pecypcea)
3) HeusmeHseMbIX MeTKax O€30MacHOCTH
4) YpoBHE CEKPETHOCTH MOMEIIECHHUS

IIpaBUIBHBINA OTBET: 2

7. buomerpuueckas ayTeHTU(DHUKALIUS UCIIOJIB3YET:
1) "To, yTo BBI 3HaeTe" (MAPOIIb)
2) "To, yTo y Bac ecTh" (TOKEH)
3) "To, uTo BBI ecTh'" (OTIIEYATOK MaJIBIIA
’ 10
4) MecTo Baliero HaxoXJICHHUs

[IpaBrIbHBINM OTBET: 3

8. TexHu4yecKkHil KaHaJl yTEYKH, CBSI3AHHBIM C MEPEXBATOM 3JIEKTPOMArHUTHOTO
M3JIy4YE€HUS OT CPEJICTB BHIYUCIUTEILHON TEXHUKH, HA3bIBACTCS:
1) Bubpoakyctuueckuii

2) OnTHKO-3JIEKTPOHHBIM

3) TIDMUH (no6o4HbIE 2JIEKTPOMArHUTHBIE U3TyYEHUSI U HABOJIKH)
4) MarHutocTaTU4ecKui

[IpaBUILHBII OTBET: 3

9. K opraHuzalmoHHBIM MepaM TPOTHUBOACHCTBUS YTEUYKE IO TEXHUYECKUM
KaHaJlaM OTHOCUTCS:
1) YcranoBka reHepaTopoB OMEX
2) ATtrectanus noMeneHUun
3) DkpaHupoBaHUE MIPOBOJIOB
4) Vcnonb30BaHUE 3aITUIIICHHBIX JIMHUHA CBSI3H

IIpaBuibHBIN OTBET: 2

10. Jluuenszus ®CTIK Poccun tpedyeTcs 115 AesATeTbHOCTH T10:

1) Texumueckoit 3amute KoHbUAeHITMATHEHOU nHPpopManuu (T3KN)
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2) IlpousBoncTBY J€KapCTB
3) O6pa3oBaTenbHON IEATCIBHOCTH
4) Toprosie B pO3HUILY

IlpaBuisHBINA OTBET: 1

11. o6poBonbHas ceprudukanns C3U1 npoBoaUTCS MO MHULUATUBE:
1) Tonbko rocygapcTsa
2) Tonpko HAA30PHOTO OpraHa
3) 3asBuTens (M3rOTOBUTEIS WU ITOCTABIINUKA)
4) Tonpko moKymnaTess

IlpaBuibHBIA OTBET: 3

12. Attectarusi 00beKTa UHPOPMATU3AIUU — ITO:

1)  TIpoBepka 3HaHMI COTPYIHUKOB

2)  Kommiekc opraHu3allMOHHO-TEXHUYECKUX MEPONPUATHHA,
MOATBEPKIAIOIINN COOTBETCTBUE 00BEKTA TPEOOBAHUAM CTAHIAPTOB MO 3AIUTE
uHdopMaIuu

3)  Ouenka croumoctu IT-060pynoBanus

4)  Ilpouenypa mpuema Ha paboTy

IlpaBWILHBIN OTBET: 2

13. IlentecT (TECT HA MPOHUKHOBEHUE) — ITO:
1) IIpoBepka prHAHCOBOW OTYETHOCTH
2) MopenupoBaHue aTakd 3JO0YMBIIUICHHUKA I OLEHKH 3alUIIEHHOCTU
CUCTEMBI
3) TectupoBaHuEe CKOPOCTHU UHTEPHETA
4) Ilposepka opdorpaduu B JTOKyMeHTaX

IIpaBuabHBINA OTBET: 2

14. Bnanenen uHpopMaImoHHOTO aKTUBA B OpraHU3aIluu — 3TO:
1) CuctemHbIil aAMUHUCTPATOP
2) PykoBoauTelb, OTBEUAONINI 32 OM3HEC-TIPOLIECC, B KOTOPOM HCIIOIB3YETCS
aKTHUB

3) Cropox
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4) BHemHuN KOHCYJIbTAaHT

IlpaBUILHBIA OTBET: 2

15. Uncaiinep — 310:
1) Buemnwuii xakep
2) CaiyuaiiHblii moceTuTensb odrca
3) Jlumo, nmeroiiee JeraabHbIi JOCTYT K HHPOPMAIMHA ¥ CIOCOOHOE HAHECTH
yiiep0 (COTpYIHUK, TApTHED)
4) Astop BHpYCa

IlpaBuinHBIA OTBET: 3

16. PesepBHOe KONHMpOBaHWE JJAHHBIX CIIOCOOCTBYEeT B IIEPBYIO oOuepe/b

00CCIICYCHHIO:
1) KonduaenmuaapsHocTr
2) 11enoCTHOCTH U AOCTYIHOCTH
3) KOpuauueckoil Cuibl JOKYMEHTA
4) CkopocTH J0CcTyna

IIpaBUJILHBINA OTBET: 2

17. CpenctBo 3amuThl HHPOPMAIIUK, aHATU3UPYIOIee TpapuK UM COOBITUS Ha

peaIMeT MPU3HAKOB aTak, — 9TO:
1) MexcereBoit skpaH
2) Cucrema obnapy:xenusi Brop;kenuii (COB/IDS)
3) Kontposnep nomena
4) MapuipyTtuzaTop

IIpaBuabHBINA OTBET: 2

18. 3ammra nHGOPMALIMK OT YTEUKU 32 CUET HABSI3bIBAHUS JIOXKHOW MH(pOpMaLUu

10 KaHaJly YTEUKH — 3TO:
1) DxpanupoBanue
2) 3amymiieHue
3) Hesundopmarms
4) KonupoBaHue

IIpaBuiabHBIA OTBET: 2
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19. YnosiHOMOYEHHBIN OpraH MO 3alIUTe MPaB CyObEKTOB NEPCOHATBHBIX JAHHBIX
— 3TO:
1) ®CBb Poccun
2) PockomHaazop
3) ®CTOK Poccuu
4) MBJI Poccun

IlpaBUiILHBIA OTBET: 2

20. CpeacTBo BBIYMCIUTENBHON TEXHUKH, MPOLIEAIIEE IPOBEPKY HA OTCYTCTBUE

HeJIeKJIapupoBaHHbIX Bo3MokHocTel (HIIB), — aTo:
1) JIroOoit HOBBIN KOMITBIOTEP
2) CeptupuuupoBanHoe CBT, B KOTOpOM HE€ BBISBICHO (YHKIHM, HE
ONMCAHHBIX B JOKYMEHTALNH
3) Kommnbrotep ¢ camoii BBICOKOH IPOU3BOAUTEIBLHOCTHIO
4) Komnerotep, Ha KOTOPOM He ycTaHoBieHO [10

IlpaBuaILHBIA OTBET: 2

21. KOHTpOJb LEIOCTHOCTH MPOTPAMMHOM CPEAbI MPEAHAZHAYEH IS BBISIBIICHUS:

1) Cnabbix mapoiei

2) HecaHKuMOHMPOBaHHBIX U3MEHEHH B (pailnax (Hanmpumep, CUCTEMHBIX )
3) Ckopoctu paboThl IPUIOKEHUI

4) YpoBHS IPOMKOCTH 3ByKa

IIpaBUILHBINA OTBET: 2

22. Aynut uadopMarmoHHOM 6€30MacHOCTH — JTO:

1) TIporpamMmHBI MOAYIH IS TUGPOBAHUS

2) Cucremaruueckass He3aBUCHMAasi OIIEHKa COOTBETCTBUA cuctembl Wb

YCTaHOBJICHHBIM TPEOOBAHMSIM

3) ExenneBHas mpoBepKa >KypHAJIOB COOBITUN aIMUHUCTPATOPOM
4) TIporecc ycTaHOBKM OOHOBJICHUM

IIpaBuiabHBIA OTBET: 2

23. Puck B uH(opMaIimoHHON 6€30MaCHOCTH — 3TO:

1) TapanTrpoBaHHOE HACTYIUIEHUE yIiepoa
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2) IloreHunanbHas BO3MOXKHOCTb TOrO, UTO yrpo3a BOCIOIb3YETCS
ySI3BUMOCTBIO U HAaHECET yiepo
3) ®axT ycneuHon aTaku
4) CrpaxoBas npemusi

IIpaBUJILHBINA OTBET: 2

24. Monenp HapyIIUTENS — 3TO:
1) PexiamubIi MaHEKeH
2) Onucanue  BO3MOXKHOCTEH, MOTHBAIlUM M  CIIOCOOOB  JEMCTBHIA
MOTEHIUAJIBHOTO 3JI0YMBIIIJICHHUKA
3) UepTex 3alIUTHOTO YCTPOMCTBA
4) Apxutektypa 0a3bl JaHHBIX

IlpaBuiILHBIA OTBET: 2

25. Nudopmanmonnas cuctema nepcoHanbHbix gaHHbIX (MCII/IH) — 30!
1) JIro6as 6aza maHHBIX B OpraHU3ALU
2) NudopmanmonHas cuctema, ocyuiecTBisonas oopadorky I1]1
3) Cucrema BUCOHAOIIOCHUS 32 YIUIICH
4) DneKTpOHHAs MOYTa JJIsl PACCHUIKUA PEKIIAMBI

IIpaBUJILHBINA OTBET: 2

26. CornaiieHue o HepasrialmeHun KoHpuaeHunansaoil nadpopmaruu (NDA) —

3TO:
1) Bun nuuensuu Ha [10
2) IOpuandeckuii J10roBOp, OOS3BIBAIOIINI CTOPOHY COXpaHATh B TailiHE
OTpEeICJICHHbIEC CBEACHUS
3) TexHudeckuil nacnopt Ha 000pyIOBaHUE
4) TIpoTOKOJI CETEBOTO B3aUMOICHCTBUS

IIpaBUJILHBINA OTBET: 2

27. K xakomy knaccy 3amuieHHocTH 1o npukazy @CTIOK 21 ornocurcs UCIT/IH,
oOpabarpiBaromias cnenuanbabie kKareropuu [1/] 6onee wem 100 000 cyOnexkToB?
1) K1 (cambrit BEICOKHIA)

2) K2
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3) K3
4) K4 (caMblif HU3KHI)

IIpaBuinHBIN OTBET: 1

28. AnmapaTHbIi KITH0Y (JJOHIJI) Yalle BCEro UCIOIb3YETCsI, UIS:
1) Oxnaxnenus mpoiieccopa
2) AyreHtudukanuu mnoab3oBatens wid 3amuTbl [IO oT HenerampHOrO
KOIIMPOBaHUS
3) IloaxmroueHus K AIEKTPUUECKON CETH
4) YBenuueHus oObeMa orepaTUBHON NaMITH

IlpaBuILHBIN OTBET: 2

29. CereBas ataka "Otka3 B oociyxuBanuu" (DoS) HanpaBieHa Ha HapyIICHUE:

1) KonduaennuanbHoCcTH

2) LlenoctHocTH

3) HocTtynHocTu pecypca Wil CUCTEMbI
4) AyTeHTUYHOCTH

IIpaBMIBLHBIN OTBET: 3

30. CpeacTBo 3ammThl OT cOOEB AIEKTPONUTAHMS, OOECIIEUUBAIOIIEE KOPOTKOE
BpEMsI aBTOHOMHOM paOOTHI I KOPPEKTHOTO 3aBEPIICHUS PaOOTHI CUCTEM, — ITO:

1) CrabunuszaTop HapsHKEHUS

2) Uctounuk 6ecniepedoiinoro nutanus (MUBIT/UPS)
3) PesepBHblii renepaTop
4) CereBolt HUIbT

IIpaBuabHBINA OTBET: 2

31. 3agava aHanK3a 3aMMUIIEHHOCTH (CKAHUPOBAHUS YSI3BUMOCTEN) — ITO:
1) AxTuBHas aTaka Ha CUCTEMY C LIEJIBIO €€ B3JIOMa
2) ObHapy>XeHHe U3BECTHBIX ys3BUMOcTel B KoH(purypauusx 110 u cereBbix
cepBHUCcax
3) YcraHoBka nmatyei
4) Ha3naueHue npaB J0CTyna

IIpaBuabHBIA OTBET: 2
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32. 3amuTa uHpopMauKu Ha YpoBHE HOCHUTENS ((JICIIKH, JUCKA) MPU €0 yTepe
oOecreynBaeTcs B MEPBYIO OUYEPEb C TOMOUIBIO:
1) Hanecenust rpaBUpOBKH C UIMEHEM BIIAJIE€TbLA
2) IlonHomuckoBoro mudpoBaHus
3) Ilomemenus B ceiid
4) Wcnonp30BaHus SIPKOTO KOpIyca

IlpaBUiILHBIA OTBET: 2

33. IIpyHIMI MUHUMAIBHO HEOOXOANUMBIX IPUBUIIETUN 03HAYAET, YTO:
1) Bce nosb3oBarenu 10JKHBI UMETh IpaBa aAMUHHUCTpATOpa
2) Ilonb3oBaTensiM MperoCTABIAIOTCS POBHO T€ MpaBa, KOTOPbIE HEOOXOUMBI
JUISl BBITTOJIHEHUS X 33/1a4
3) IlpaBa He qOJKHBI IEPECMATPUBATHCSI HUKOT/1A

4) IlpaBa 10OKHBI OBITH MAKCUMAJIBHBIMU "Ha BCSAKUH cTydaid"

IIpaBUJILHBINA OTBET: 2

34. Tlpomecc mnpeoOpa3oBaHUsl OTKPHITOTO TEKCTa B IMU(POBAHHBIN ¢
UCTIOJb30BaHUEM KITFOYa HA3BIBACTCS:
1) HeummudpoBanue
2) lIudposanue
3) XewmmpoBaHue
4) KoaupoBanue

IIpaBUILHBINA OTBET: 2

35. Dnexrponnas noanuck (1) obecrneunBaer:
1) Tonpko KOHGUAECHITUATHHOCTD TOKYMEHTA
2) ToJbKO IIETOCTHOCTh U ayTeHTU(UKAIIUIO aBTOPa JOKYMEHTa
3) IloBbIIEHHYIO0 CKOPOCTH MEepeiaun
4) ABromaTtuueckoe (popMaTUpOBaHUE TEKCTa

IIpaBUILHBIA OTBET: 2

36. K xakomy Buay nHIMAeHTOB 1B OTHOCUTCS 3apakeHre KOMIIbIOTEPa BUPYCOM-

U GPOBATBIITUKOM?

1) Hapymenue noctynHocty (0JIOKHPOBKA JAHHBIX )
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2) Hapymenue koHpuaeHIIMATBHOCTU (YTEUKA)
3) Hapymienue 11e10cTHOCTH (U3MEHEHHE TaHHBIX )
4) HapyuieHue 1 TOCTYIHOCTH, U IIEJIOCTHOCTH

IlpaBuinbHBINA OTBET: 4

37. IlonuTuka mapoapHON ayTeHTU(UKAIIMY JOJKHA TPeOOBaTh:
1) Wcnons3oBaHus MPOCTHIX U JIETKO 3alIOMUHAEMBIX HapoJien
2) Hcnonb3oBaHus naposieil, COBMAIAIONIUX C JIOTUHOM
3) PerynsipHoii cMeHBI Mapojiieil M MCIOJIB30BAHUSI TAPOJIEH JTO0CTATOYHOM
CJIO)KHOCTH
4) 3anucu napojeil Ha CTUKepax Ha MOHUTOPE

IIpaBMiIBLHBIN OTBET: 3

38. CokpeiTHe HHpOpMAIIUK B KOHTEHHEpe (HanpuMep, B U300paXKEHUH) — ITO:
1) Kpunrorpadus
2) Creranorpagus
3) KonupoBanue
4) ApxuBauus

IlpaBuaIbHBIA OTBET: 2

39. VYTunuzauus HocutTeneil KoOH(HUIEHUHUANbHONW UWHGMOpPMAIMU  JOJKHA
MPOBOJUTHCA METOAOM, FAPAHTUPYIOLIUM:
1) Bo3MOXHOCTb BOCCTAHOBJICHHSI TAHHBIX
2) HeB03MOXHOCTh BOCCTAHOBJICHHS JaHHBIX (YHUUYTOXKCHUE)
3) IIponaxxy Ha BTOpUYHOM PBIHKE
4) XpaHeHue B apXHUBE HaBCETa

IIpaBUILHBIA OTBET: 2

40. DLP-cucrema (Data Loss Prevention) npennasHadeHa Jyisi mpe 0 TBPAIICHUS

1) BHemHux xakepcKux aTak

2) Yrteuku KOHPUACHIMAIBHONU HH(DOpPMAIIMU 32 MPEAeIbl OpraHu3aluu

3) COo0e€B 3nEKTpONUTaAHUS

4) HenuueH3uoHHOTo ucnojibzoBanus 110

IIpaBuiabHBIA OTBET: 2
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41. K xakoMy KjJacCcy Mep 3allluThl OTHOCHUTCSI YCTaHOBKAa CHCTEMBI
BUJICOHAOITIOICHHU S ?
1) OpranuzanuoHHbIE
2) Texnudeckue (MHXCHEPHO-TEXHUUECKHUE)
3) IlporpamMmmHbIe
4) IlpaBoBbie

IlpaBUiILHBIA OTBET: 2

42. ITpunun "3ammra B riyouny" (Defense in Depth) mogpasymesaer:
1) Ucnonb30BaHue 0THOTO, HO CAMOI'O MOIIHOTO CPEACTBA 3aIlUThI
2) Co3iaHne MHOTOYPOBHEBOM CHCTEMBI 3aIUTHI, TJI€ OTKa3 OJAHOTO YPOBHS
KOMIICHCUPYETCS IPYTHUMH
3) Pa3memienue cepBepoB B ojBaie
4) OTka3 oT JI0OBIX MEP 3aIUTHI

IIpaBUJILHBINA OTBET: 2

43. Jlns Oe3omacHOW paboOThl C DJIEKTPOHHOM TMMOYTOW PEKOMEHIyEeTCS He

OTKPBHIBATH:
1) Ilucpma OT U3BECTHBIX OTIPABUTENEH
2) BioxkeHUs W MEPEeXOMUTh MO CCHUIKAM B MHChMaX OT HEW3BECTHBIX HITU
MOI03PUTEIBHBIX OTIIPABUTEIICH
3) Ilucema c ouIaTIBHBIMU JJOTOTHIIAMHU
4) JIroOble mucbMa

IIpaBuabHBINA OTBET: 2

44, Yro monummaercsa moa 'demoBedeckuM (pakTtopom" B HHPOPMAIMOHHON

6e3omnacHocTu?
1) AnmapatHbie coon 000pyI0BaHUS
2) OmmbKH, XaJaTHOCTh WUJIW 3JI0M YMBICE JIFOEH, SIBIISIONTUECS UCTOYHUKOM
yrpo3s b
3) IIpupoaHbie KaTaKIUu3MbI
4) JlericTBHS CPEACTB 3AIIUTHI

IIpaBuiabHBIA OTBET: 2
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2.6 OueHnBaHue NPOMEKYTOYHOH M HTOTOBOM ATTECTALMH

OuennBaHue MPOMEKYTOYHOM aTTeCTAIMM:

Ouenka 3auera | Kpurepun

«3a4menoy OTtBeueHo npaBuiibHO Ha 50% 1 60J1€e BOIIPOCOB

«HE 3A4YmeHOo» OtBeueHo menee yeM Ha 50% BOITPOCOB

OueHka «3a4TeHO» - CIIyLIaTeNIM 3HAIOT OCHOBHOW y4eOHbI Marepuan B
o0beMe, HEeoOXOIMMOM Jid JaibHEHIer y4eObl M B MPEACTOsIIer padoTe 1o
npodeccuu, CHOPaBISAIOTCS C  BBIIOJHEHWEM 3aJaHHUi, MPEAyCMOTPEHHBIX
IIPOTPaMMOH.

OneHka «He 3a4TE€HO» - CIIyLIaTeNd UMEIOT IPOoOesbl B 3HAHUSAX OCHOBHOI'O
y4eOHOro MmaTepuana, JIOMYCKAaloT NPUHLHUIUAIbHBIE OIIMOKA B BBINOJIHEHUU
IPeyCMOTPEHHBIX TPOrpaMMOil 3aJaHUH.

Ol_leHI/IBaHl/Ie HTOIrOBOM arreCranmm:

Htorosas arrectamnys OLCHUBAETCS O IISATHOAIIILHON CUCTEME:

Ounenka % BepHBIX 0TBETOB
«5» - OTIINYHO 84-100
«4» - X0opo1Io 64-83
«3» - yIOBIETBOPUTEIBHO 47-63
«2» - HEYJIOBJIIETBOPUTETHHO 0-46

OneHKa «OTIMYHO» CTABUTCS €CJM CIIyIIATeNb 3HAET YUY€OHBIM U HOPMATUBHBIM
MaTepuaj, yMeeT CBOOOIHO BBIMOJHATH 3a/laHus, MPEIyCMOTPEHHBIE MPOrPaMMOil.
OTnuyHasi OLEHKa BBICTABIIAECTCS CIYIIATEN0, YCBOMBUIEMY B3aHMMOCBS3b OCHOBHBIX
NOHATUH Kypca, WX 3HAUYe€HHE M mnpuodperaemMod mnpodeccud, MNPOSBUBIIEMY
CIIOCOOHOCTH B TOHHMMAaHUH, M3JI0KEHUM M HCIOJIb30BAaHUM Y4eOHOro Marepuaia,
3HAIOLIEMY TOYKH 3PEHHS PA3JIUYHBIX aBTOPOB U YMEIOIIEMY UX aHAIU3UPOBATb.

OneHka «XOpouIo» BBICTABISETCS CIYIIATEN0, IMOKA3aBIIEMY ITOJIHOE 3HAHUE
y4eOHOr0 MarepHasa, YCIEHIHO BBIMOJHIIOIMIEMY NPEIyCMOTPEHHbIE B MpOTrpamme
3a1aHus, JIEMOHCTPUPYIOLIEMY CHUCTEMAaTHYECKUM XapakTep 3HAHUM MO Kypcy U

CIIOCOOHBIN K HX CaMOCTOATCIIbHOMY IIOINOJIHCHUIO U OOHOBJIEHUIO B X0Aac CcBOEH
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npodecCUOHATBHON 1EATENbHOCTH.

O1eHKa «yJOBIETBOPUTEIBHOY BBICTABIISICTCS CIIYIATEIIO, TOKAa3aBIIEMY 3HAHHE
OCHOBHOT0 y4eOHOT0 MaTepuaia B 00beMe, HE0OX0AUMOM JJIsl IPEACTOAIIEH paboTe 1o
npodeccur, CHPaBIAIONIEMYCS C  BBIIOJHEHHEM 3a/laHUi, MPEeayCMOTPEHHBIX
nporpammoii. Kak rpaBuio onenka

«Y/IOBJIETBOPUTEIHLHO BBICTABIISICTCS CITYIIATEITIO, JOIYCTUBIIEMY
NOTPEIIHOCTH TPU  BBINOJHEHUM OSK3aMEHAIMOHHBIX  33JaHUN, HE  HOCSIIUE
NPUHIUITHAIBHOTO XapaKTepa.

OrneHka «HEYOBIETBOPUTEIHHO» BBICTABISIETCS CIYIIATENI0, TOKA3aBIIEMY
npobeiasl B 3HAHUSX  OCHOBHOTO  y4eOHOro  MaTepuana,  JOIMYyCKaroIeMy
NPUHIUIHATIBHBIC OIIMOKU B BBITIOJHEHUU IPEIyCMOTPEHHBIX MPOTPaMMON 3a/IaHUi,
CITyIIaTesb He MOKET NMPHUCTYNaTh K NPOopeCcCUOHATBFHON AEATEIbHOCTH U HAIIPABIISETCS

Ha repecaady UTOrOBOM aTTECTalMH.
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